US009317690B2

a2 United States Patent 10) Patent No.: US 9,317,690 B2
Sallam (45) Date of Patent: Apr. 19, 2016
(54) SYSTEM AND METHOD FOR FIRMWARE ;%gg,;gg gé Zggg; Eﬁmada etal.
- 220, atvig
BASED ANTI-MALWARE SECURITY 7367057 B2 42008 Dasetal.
7,596,694 Bl 9/2009 K t al.
(75) Inventor: Ahmed Said Sallam, Cupertino, CA 7617534 Bl 11/2009 Sza(ff:t :1.
(as) 7,644,086 B2 1/2010 Boozer et al.
7,681,237 Bl 3/2010 Spiegel et al.
(73) Assignee: MecAfee, Inc., Santa Clara, CA (US) 7,685,638 Bl 32010 Buches
7,725,941 Bl 5/2010 Pavlyushchik
. . . . . 7,797,733 Bl 9/2010 Sall
(*) Notice: Subject. to any dlsclalmer,. the term of this 777977748 B2 9/2010 Zieiglet al.
patent is extended or adjusted under 35 7,802,300 Bl 9/2010 Liu et al.
U.S.C. 154(b) by 256 days. 7,814,554 Bl  10/2010 Ragner
7,818,808 B1  10/2010 Neiger et al.
(21) Appl. No.: 13/073,810 7,845,009 B2  11/2010 Grobman
7,877,802 B2 1/2011 Marinescu
(22) Filed: Mar. 28. 2011 7,917,481 Bl 3/2011 Kaleetal.
’ (Continued)
(65) Prior Publication Data
FOREIGN PATENT DOCUMENTS
US 2012/0255010 A1 Oct. 4, 2012
CN 1262770 8/2000
(51) Int.ClL JP 2003-256229 A 9/2003
GO6F 11/00 (2006.01) (Continued)
GOGF 21/57 (2013.01) OTHER PUBLICATIONS
HO4L 29/06 (2006.01)
(52) US.CL International Search Report and Written Opinion received for PCT
CPC ......... GO6F 21/572 (2013.01); HO4L 63/0227 Patent Application No. PCT/US2012/030702, mailed on Oct. 18,
(2013.01); HO4L 63/1408 (2013.01); GOGF 2012, 3 Pages.
222172101 (2013.01); GO6F 2221/2141 (Continued)
(2013.01)
(58) Field of Classification Search Primary Examiner — Anthony Brown
CPC oo, HO4L 63/145; GOGF 21/56 (74) Attorney, Agent, or Firm — Baker Botts L.L.P.
ISJSPC 1t ..... ﬁ]f ............. 1t ........... hh 226/22725 (57) ABSTRACT
¢ appcation fie lof compiete search hustory. A system for securing an electronic device includes a non-
(56) References Cited volatile memory, a processor coupled to the non-volatile

U.S. PATENT DOCUMENTS

5,396,614 A 3/1995 Khalidi et al.
5,557,796 A 9/1996 Fehskens et al.
5,960,170 A 9/1999 Chen et al.
6,049,289 A 4/2000 Waggamon et al.
6,693,965 Bl 2/2004 Inoue et al.
7,093,239 Bl 8/2006 Van Der Made
7,103,529 B2 9/2006 Zimmer
7,216,367 B2 5/2007 Szor

H2196 H 7/2007 Tester

AING APPlli'ijTION L-110

RINGO/3 D&VE‘“ L

RING | OPERATING SYSTEM | ~112
.

REQUEST ALLOW/DENY

104~ BELOW-OPERATING

memory, a resource of the electronic device, firmware resid-
ing in the non-volatile memory and executed by the processor,
and a firmware security agent residing in the firmware. The
firmware is communicatively coupled to the resource of an
electronic device. The firmware security agent is configured
to, at a level below all of the operating systems of the elec-
tronic device accessing the resource, intercept a request for
the resource and determine whether the request is indicative
of malware.

53 Claims, 7 Drawing Sheets

yo
|03
PROTECTION
SERVER 102
TRIGGERED
EVENT

RING-1 | SYSTEM TRAPPING

TRIGGERED

ACTION EVENT HANDLER [~-108

AGENT

SECURITY RULES \_444



US 9,317,690 B2

Page 2

(56)

7,944,606

7,966,383

7,996,836

8,024,799

8,024,815

8,209,683

8,225,405

8,234,710

8,291,238

8,352,522

8,375,449

8,380,987

8,448,165

8,479,276

8,515,364

8,549,644

8,549,648

8,621,620

8,650,642

8,813,227

8,863,283
2002/0078382
2002/0147916
2002/0147920
2002/0157021
2002/0194389
2003/0135791
2003/0159070
2003/0188173
2003/0200402
2003/0229794
2004/0015712
2004/0034794
2004/0054917
2004/0085185
2004/0158720
2004/0158729
2004/0168070
2004/0255106
2005/0044396
2005/0044409
2005/0120242
2005/0182958
2005/0193428
2005/0229250
2005/0235355
2005/0283837
2006/0041738
2006/0041942
2006/0080737
2006/0236393
2007/0056030
2007/0056039
2007/0067590
2007/0079178
2007/0088857
2007/0130621
2007/0174897
2007/0220276
2007/0271610
2008/0005797
2008/0016339
2008/0022376
2008/0034430
2008/0040800
2008/0052541
2008/0052709
2008/0060073
2008/0127355
2008/0141286
2008/0184373
2008/0184873
2008/0201540
2008/0234998
2008/0235534

References Cited

U.S. PATENT DOCUMENTS

B2
B2
Bl
B2
B2
B2
Bl
B2
B2
Bl
Bl
B2
Bl
Bl
B2
B2
B2
B2
B2
B2
B2
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al

5/2011
6/2011
8/2011
9/2011
9/2011
6/2012
7/2012
7/2012
10/2012
1/2013
2/2013
2/2013
5/2013
7/2013
8/2013
10/2013
10/2013
12/2013
2/2014
8/2014
10/2014
6/2002
10/2002
10/2002
10/2002
12/2002
7/2003
8/2003
10/2003
10/2003
12/2003
1/2004
2/2004
3/2004
5/2004
8/2004
8/2004
8/2004
12/2004
2/2005
2/2005
6/2005
8/2005
9/2005
10/2005
10/2005
12/2005
2/2006
2/2006
4/2006
10/2006
3/2007
3/2007
3/2007
4/2007
4/2007
6/2007
7/2007
9/2007
11/2007
1/2008
1/2008
1/2008
2/2008
2/2008
2/2008
2/2008
3/2008
5/2008
6/2008
7/2008
8/2008
8/2008
9/2008
9/2008

Chuang et al.

Cao et al.
McCorkendale et al.
Kay

Lorch et al.

Austen et al. .............

Peterson et al.
Wenzinger et al.
Ginter et al.
Cheng

Zhou et al.
Traut et al.
Conover
Vaystikh et al.
Oliaei

Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sheikh et al.
Strongin et al.

Mauro ...

Sorkin et al.

Worley etal. .............

Natvig

Mayer et al.
Zimmer et al.
Willman et al.
Sutton, II et al.
Szor

Mayer et al.
Obrecht et al.
Waggamon et al.
O’Brien

Szor

Szor

Rothman et al.
Vogel et al.
Betz et al.
Mayer et al.
Pham et al.
Ring et al.
Ring et al.
Dybsetter et al.
Olivier et al.
Lai

Edwards
Freeman et al.
Kramer et al.
Kay

Khosravi et al.
Savagaonkar et al.
Gassoway
Schluessler et al.
Marinescu et al.
Rothman et al.
Croxford et al.
Grobman
Field et al.
Shukla

Ke et al.
Burtscher

Park

Ginter et al.
Tang

Haeffele et al.
Lorch et al.
Marinescu
Traut et al.
Martini Filho
Sahita et al.
Cohen et al.
Schunter et al.

........ 718/1

... 713/200

... 709/310

2008/0263625 Al
2008/0320595 Al
2009/0044274 Al
2009/0063835 Al
2009/0077664 Al
2009/0126016 Al
2009/0164522 Al
2009/0165133 Al
2009/0172328 Al
2009/0198994 Al
2009/0217258 Al
2009/0222796 Al
2009/0241097 Al
2009/0260084 Al
2009/0288167 Al

10/2008
12/2008
2/2009
3/2009
3/2009
5/2009
6/2009
6/2009
7/2009
8/2009
8/2009
9/2009
9/2009
10/2009
11/2009

2009/0328195 Al* 12/2009

2010/0017879 Al
2010/0031353 Al
2010/0031360 Al
2010/0037232 Al
2010/0107252 Al
2010/0122313 Al
2010/0125909 Al
2010/0131956
2010/0153316 Al
2010/0318488 Al
2010/0330961 Al
2011/0020219 Al
2011/0047543 Al
2011/0047618 Al
2011/0055649 Al
2011/0082962 Al
2011/0083137 Al
2011/0107423 Al
2011/0197256 Al
2011/0209219 Al*
2011/0283358 Al
2011/0314538 Al
2012/0023583 Al
2012/0079594 Al
2012/011689% Al*
2012/0158626 Al
2012/0210165 Al
2012/0216281 Al
2012/0254982 Al
2012/0254993 Al
2012/0254994 Al
2012/0254995 Al
2012/0254999 Al
2012/0255000 Al
2012/0255001 Al
2012/0255002 Al
2012/0255003 Al
2012/0255004 Al
2012/0255010 Al
2012/0255011 Al
2012/0255012 Al
2012/0255013 Al
2012/0255014 Al
2012/0255016 Al
2012/0255017 Al
2012/0255018 Al
2012/0255021 Al
2012/0255031 Al
2013/0247180 Al
2013/0312099 Al

JP

KR
KR
WO
WO
WO

1/2010
2/2010
2/2010
2/2010
4/2010
5/2010
5/2010
5/2010
6/2010
12/2010
12/2010
1/2011
2/2011
2/2011
3/2011
4/2011
4/2011
5/2011
8/2011
8/2011
11/2011
12/2011
1/2012
3/2012
5/2012
6/2012
82012
82012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
10/2012
9/2013
11/2013

2
*

Gomez et al.
Van Der Made
Budko et al.
Yao et al.

Hsu et al.
Sobko et al.
Fahey

Hwang et al.
Sahita et al.
Tan
Wenzinger et al.
Keohane et al.
Wang et al.
Naccache
Freericks et al.

Smith ..oocovveeiiririiine

Kuegler et al.
Thomas et al.
Seshadri et al.
Leeetal.
Mertoguno
Tvgi

Dai et al.

Drepper ......cooocevviin

Duffield et al.
Oliver et al.
Rogel

Rita et al.
Mohinder
Evans et al.
Koushanfar et al.
Horovitz et al.
Kashioka
Kolar et al.
Sharkey et al.

Zeitlinetal. ................

Cochin et al.
Huang et al.
Sallam
Jeong et al.

726/16

718/104

o 726/23

Holloway et al. .......... 705/14.73

Zhu et al.
Lambert et al.
Uner et al.
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Sallam
Camp
Edwards et al.

FOREIGN PATENT DOCUMENTS

2010-157224 A
1020070081362 A
1020090068833 A

2008/091462 Al

2009/118844 Al

2012/135192 A2

7/2010
8/2007
12/2007
7/2008
10/2009
10/2012



US 9,317,690 B2
Page 3

(56) References Cited
FOREIGN PATENT DOCUMENTS

WO 2012/167056 A2 12/2012
WO 2012/135192 A3 2/2013
OTHER PUBLICATIONS

International Search Report and Written Opinion received for PCT
Patent Application No. PCT/US2012/040428, mailed on Dec. 20,
2012, 3 Pages.

Office Action Received for U.S. Appl. No. 13/077,270, mailed on
Nov. 6, 2013, 17 Pages.

Office Action received for U.S. Appl. No. 13/073,810, mailed on Dec.
3,2012, 12 Pages.

Office Action received for U.S. Appl. No. 13/073,842, mailed on Dec.
12,2012, 30 Pages.

Office Action received for U.S. Appl. No. 13/073,853, mailed on Dec.
7,2012, 13 Pages.

Office Action received for U.S. Appl. No. 13/073,864, mailed on Mar.
12,2013, 19 Pages.

Office Action received for U.S. Appl. No. 13/074,741, mailed on Dec.
28, 2012, 12 Pages.

Office Action received for U.S. Appl. No. 13/074,831, mailed on Mar.
15, 2013, 19 Pages.

Office Action received for U.S. Appl. No. 13/074,925, mailed on Dec.
18, 2012, 16 Pages.

Office Action received for U.S. Appl. No. 13/074,947, mailed on Jan.
29, 2013,13 Pages.

Office Action received for U.S. Appl. No. 13/075,049, mailed on Oct.
26, 2012, 21 Pages.

“x86 instruction listings”, From Wikipedia, the free encyclopedia,
http://web.archive.org/web/20100220152237/http://en.wikipedia.
org/wiki/X86 instruction listings, Jun. 27, 2013, 15 Pages.

Office Action received for U.S. Appl. No. 13/076,473, mailed on Nov.
2,2012,11 Pages.

Office Action received for U.S. Appl. No. 13/076,480, mailed on Oct.
25,2012,10 Pages.

Office Action received for U.S. Appl. No. 13/076,493, mailed on Oct.
12,2012, 25 Pages.

Office Action received for U.S. Appl. No. 13/076,512, mailed on Nov.
8,2012,14 Pages.

Office Action received for U.S. Appl. No. 13/076,537, mailed on Oct.
3,2012,11 Pages.

Office Action received for U.S. Appl. No. 13/077,227, mailed on Nov.
2,2012, 9 Pages.

Office Action received for U.S. Appl. No. 13/077,270, mailed on Jan.
4,2013,11 Pages.

Office Action received for U.S. Appl. No. 13/077,305, mailed on Feb.
26, 2013,17 Pages.

Office Action received for U.S. Appl. No. 13/077,305, mailed on Nov.
5,2012,13 Pages.

Final office action received for U.S. Appl. No. 13/073,810, mailed on
Oct. 24, 2013,16 Pages.

Office Actionreceived for U.S. Appl. No. 13/073,810, mailed on May
17, 2013,14 Pages.

Office Action received for U.S. Appl. No. 13/073,842, mailed on Jul.
9, 2013, 20 Pages.

Office Action received for U.S. Appl. No. 13/073,842, mailed on Nov.
1, 2013, 23 Pages.

Office Action received for U.S. Appl. No. 13/073,853, mailed on Dec.
7,2012,13 Pages.

Office Actionreceived for U.S. Appl. No. 13/073,853, mailed on May
24,2013,11 Pages.

Notice of Allowance received for U.S. Appl. No. 13/073,864, mailed
on Jun. 21, 2013, 11 Pages.

Rieck et al., learning and classification of malware behaviour, 2008,
http://eprints.pascal-network.org/archive/00004171/01/2008-
dimva.pdf.

Notice of Allowance received for U.S. Appl. No. 13/074,741 mailed
on Jun. 17, 2013, 16 Pages.

“Microcode”, From Wikipedia, the free encyclopedia, http://web.
archive.org/web/20100702040529 Lhttp://en.wikipedia.org/wiki/
Microcode, Jun. 27, 2013.

Office Action received for U.S. Appl. No. 13/074,831, mailed on Oct
11, 2013, 24 Pages.

Office Action Received for Chinese Patent Application No.
13/074,831, mailed on Mar. 15, 2013,19 Pages.

Office Action received for U.S. Appl. No. 13/074,925 mailed on Dec.
18, 2012,16 Pages.

Office Action received for U.S. Appl. No. 13/074,925 mailed on Oct.
10, 2013, 23 Pages.

Karger, et al. “A VMM Security Kernel for the VAX Architecture”,
Digital Equipment Corporation, IEEE, 1990,1-18 Pages.

Notice of allowance received for U.S. Appl. No. 13/075,049. Mailed
on Sep. 3, 2013,11 Pages.

Office Action received for U.S. Appl. No. 13/075,049, mailed on May
1,2013,19 Pages.

Office Action received for U.S. Appl. No. 13/075,072, mailed on Apr.
15, 2013,16 Pages.

Office Action received for U.S. Appl. No. 13/075,072, mailed on
Aug. 1, 2013,18 Pages.

Notice of Allowance received for U.S. Appl. No. 13/075,101, mailed
on Oct. 8,2013,11 Pages.

Notice of Allowance received for U.S. Appl. No. 13/076,473, mailed
on Oct. 8,2013,10 Pages.

Notice of Allowance received for U.S. Appl. No. 13/076,473, Mailed
on Jun. 21, 2013, 8 Pages.

Office Action received for U.S. Appl. No. 13/076,480, mailed on May
9,2013,11 Pages.

Office Action received for U.S. Appl. No. 13/076,493, mailed on May
29, 2013, 31 Pages.

Karger, et al. “A VMM Security kernel for the VAX Architecture”,
Digital equipment corporation, 2-19 Pages.

Office action received for U.S. Appl. No. 13/076,512, mailed on Jul.
17, 2013,14 Pages.

Office Action received for U.S. Appl. No. 13/076,537, mailed on May
9, 2013,12 Pages.

Office Action received for U.S. Appl. No. 12/567,540, mailed on Sep.
24,2014, 10 pages.

Office Action received for U.S. Appl. No. 13/073,791, mailed on Dec.
23, 2013, 21 pages.

Office Action received for U.S. Appl. No. 13/073,791, mailed on Dec.
7,2012, 20 pages.

Office Action received for U.S. Appl. No. 13/073,791, mailed on Jul.
2,2013, 18 pages.

Notice of Allowance received for U.S. Appl. No. 13/074,831, mailed
on Mar. 21, 2014, 8 pages.

Final Office Action received for U.S. Appl. No. 13/074,925, mailed
on Apr. 1, 2014, 22 pages.

Notice of Allowance received for U.S. Appl. No. 13/074,925, mailed
on Aug. 21, 2014, 14 pages.

Office Action received for U.S. Appl. No. 13/074,947, mailed on Jan.
30, 2014, 19 pages.

Notice of Allowance received for U.S. Appl. No. 13/075,072, mailed
on Oct. 7, 2014, 8 pages.

Office Action received for U.S. Appl. No. 13/075,072, mailed on Apr.
28, 2014, 14 pages.

Corrected Notice of Allowability received for U.S. Appl. No.
13/075,101, mailed on Dec. 4, 2013, 8 pages.

Non-Final Office Action received for U.S. Appl. No. 13/075,101,
mailed on May 21, 2014, 18 pages.

Non-Final Office Action received for U.S. Appl. No. 13/076,480,
mailed on Oct. 25, 2012, 10 pages.

Notice of Allowance received for U.S. Appl. No. 13/076,480, mailed
on Sep. 2, 2014, 16 pages.

Final Office Action received for U.S. Appl. No. 13/076,480, mailed
on Dec. 16, 2013, 15 pages.

Final Office Action received for U.S. Appl. No. 13/076,493, mailed
on Dec. 31, 2013, 34 pages.

Notice of Allowance received for U.S. Appl. No. 13/076,493, mailed
on Oct. 9, 2014, 20 pages.

Notice of Allowance received for U.S. Appl. No. 13/076,512, mailed
on Oct. 7, 2014, 20 pages.



US 9,317,690 B2
Page 4

(56) References Cited
OTHER PUBLICATIONS

Non-Final Office Action received for U.S. Appl. No. 13/076,512,
mailed on Feb. 10, 2014, 22 pages.

Office Action received for U.S. Appl. No. 13/076,537, mailed on Dec.
20, 2013, 17 pages.

Office Action received for U.S. Appl. No. 13/077,227, mailed on
Aug. 28, 2014, 12 pages.

Notice of Allowance received for U.S. Appl. No. 13/077,305, mailed
on Jun. 12, 2014, 10 pages.

Office Action received for U.S. Appl. No. 13/077,305, mailed on Dec.
5,2013, 14 pages.

Final Office Action received for U.S. Appl. No. 13/476,881 mailed on
Jul. 17,2014, 11 pages.

Non-Final Office Action received for U.S. Appl. No. 13/476,881,
mailed on Apr. 9, 2014, 9 pages.

Office Action received for Japan Patent Application No. 2014-
502709, mailed on Aug. 8, 2014, 6 pages of English Translation and
S pages of Office Action.

Hu et al., “Large-Scale Malware Indexing Using Function-Call
Graphs”, CCS ’09 Proceedings of the 16th ACM conference on
Computer and Communications Security, Nov. 9-13, 2009, 10 pages.
Kerivan, “Self-Defending Security Software”, vol. 5, 2005, pp. 3094-
3103.

Litty et al., “Hypervisor Support for Identifying Covertly Executing
Binaries”, Jul. 2008, 16 pages.

International Preliminary Report on Patentability and Written Opin-
ion received for PCT Patent Application No. PCT/US2012/030702,
mailed on Oct. 10, 2013, 9 pages, 9 pages.

Office Action received for U.S. Appl. No. 13/077,227, mailed on Jun.
18, 2013,13 Pages.

“Dinaburg et al., Ether: malware analysis via hardware virtualization
extensions,u Proceedings of the 15th ACM conference on Computer
and communications security, Oct. 27-31, 2008, Alexandria,
Virginia,USA”, 51-62 PP.

Office Action received for U.S. Appl. No. 13/077,270 mailed on Jul
24,2013, 14 Pages.

Office Action received for U.S. Appl. No. 13/077,305, mailed on Jun.
5,2013, 16 Pages.

Feng et al., “detecting virus mutations via dynamic matching”, ieee,
2009, http://ieeexplore.icee.org/stamp/stamp jsp?tp=&arnumber =
5306329.

Office Action received for U.S. Appl. No. 13/074,947, mailed on
Aug. 9, 2013, 15 Pages.

Office Action received for U.S. Appl. No. 13/075,101, mailed on Apr.
29, 2013, 14 Pages.

International Preliminary Report on Patentability and Written Opin-
ion received for PCT Patent Application No. PCT/US2012/040428,
mailed on Dec. 12, 2013, 8 pages.

European Search Report received for European Paten Application
No. 12763250.3, mailed on Sep. 30, 2014, 8 pages.

Office Action received for Korean Patent Application No. 2013-
7025864, mailed on Sep. 19,2014, 4 pages of English Translation and
4 pages of Korean Office action.

United States Notice of Allowance; U.S. Appl. No. 13/075,101;
mailed Jan. 5, 2015, pp. 17.

United States Notice of Allowance; U.S. Appl. No. 13/076,480;
mailed Jan. 21, 2015, pp. 9.

United States Notice of Allowance; U.S. Appl. No. 13/076,512;
mailed Nov. 20, 2014, pp. 16.

United States Office Action; U.S. Appl. No. 13/077,270; mailed Oct.
29,2014, pp. 12.

Office Action received for Korean Patent Application No. 2013-
7025864, mailed on Mar. 26, 2015, 4 pages of English Translation
and 4 pages of Korean Office action.

United States Office Action; U.S. Appl. No. 13/476,881; 9 pages,
May 20, 2015.

Chinese Office Action issued in Appl. No. 201280016726.3; 33
pages, Jan. 12, 2016.

* cited by examiner



U.S. Patent Apr. 19,2016 Sheet 1 of 7 US 9,317,690 B2

RING3 APPLICATION  |L-110

]
\j 103
RINGO/3 DRIVER 111 e
]
A
RINGo | OPERATING SYSTEM | ~112
]
A
] PROTECTION
SERVER 102
REQUEST ALLOW/DENY -
| TRIGGERED !
EVENT
104~ 3¢ ow-OPERATING RIGGERED
RING-1 | SYSTEM TRAPPING | ACTION EVENT FANDLER [108
AGENT o
J § A
\ i
106—-]  RESOURCE SECURITY RULES [\_114
FiIG. 1
500
INPUT/OUTPUT DEVICE i
FIRMWARE
510~
INPUT/OUTPUT COMMANDS  |«—» REQUEST
UT/0uTPUT CO S FIRMWARE |
51 SECURITY
~{ DATA TRANSMISSION ENGINE f«—> ~ AGENT
516 TRIGGERED EVENT _
54— PROGRAMMINGLOGIC ~|[+—> >
A
P !
904 | PROCESSOR [e—>] MEMORY SEVATY ] [™s02
7 N \
506 508 518
FIG. 5




US 9,317,690 B2

Sheet 2 of 7

Apr. 19,2016

U.S. Patent

1444

00¢ s

¢ OIA S30dN0S3H ove 30I1A30 JINOYLO3 13
HOSSA00Hd (
08T sov | sianveav ONDYd WaW | 8EC
mwmwwww_mwm 53S WIN 5Ng3q TYNOILNIANOD | C€C
¥02
//7 \ \ 3 A4
9ge ¥ee $30HN0S3H
WNALSAS
8¢~ AHOWIW WILSAS s301A3a P 9¢¢
80¢
PN sovmain |, /
INIOV ¥
r CCC™] STINY ALENOAS [~ \ I 1n03s
91¢ NINAS Y
—» AHOWIN
NINAS 902
MW L1¢
A /
y = RRTEV\ e
NOILD310Hd INIOV ALHNI3IS
INILSAS DNILYHIJO-NI
2 o\m 217 Vel EN\‘ <] NOILYOI1ddY
W3LSAS DNILVHIdO N
0L¢




U.S. Patent Apr. 19,2016 Sheet 3 of 7 US 9,317,690 B2

| ~330

300
305~ AUTHENTICATE SECURITY AGENT, ¥
PROTECTION SERVER, AND SVMM
310~]  OBTAIN SECURITY RULES
315~]  INSTRUCT SVMM TO TRAP
ACCESS TO SYSTEM RESOURCES
320~  SET FLAGS INSIDE VIRTUAL
MACHINE CONTROL STRUCTURE
g
325~ SECURE MEMORY
345~_| SCAN MEMORY PAGES FOR TRAP ACCESS OF
PRESENCE OF MALWARE SYSTEM RESOURCES
YES MALWARE IS ACCESS
PATTERN SUSPICIOUS?
FOUND?
BLOCK SUSPICIOUS
340 ATTEMPT
NO ARE
MODIFICATIONS BEING
ATTEMPTED?
355
ARE SUCH
MODIFICATIONS NO . 375
PERMISSIBLE? v /
DENY ACCESS
»| YES -
v ¥
3701 ALLOW ACCESS REPORT SUSPICIOUS
INFORMATIONTO  N_3g
PROTECTION SERVER
Y |

FIG. 3



US 9,317,690 B2

Sheet 4 of 7

Apr. 19,2016

U.S. Patent

v OI4d

S304NOS3Y INJLSAS

izl

Yy

h J

Y

h J

2 ad

y Y

1444

43IAH3S
NOILJ3104d

N3OV ALMNO3S| ~zpp INIDY ALIMND3S| ~0py
JUVMINYIS Od NIV JUYMINYI JHYMINYI
STINY ALINDas [ 8EY t t
A 1 \ i
| STINY ALI¥ND3S - IE¥ STINY ALIEND3S VeV
>1 IN3DY ALMNDIS | ~Fhh 287 FUYMAHI 05y FHYMAHI
| JUVMIAHIH Od —
Y 97 J9VHOLS AVdSIa
8¢y Aﬂ Aﬂ "4A
HOSSIOOHd [«—|  AHOWAW
,_-06t
STINY ALMNDAS ~_ \ \
oy | ¢y
- 801 90y
INA9Y WALSAS /
ONILYHIdO-MO134 A T
INIOV ALIMNO3S _— | H3Ama
HNILYHIdO-NI Ly
/ \
gly WALSASONILYHIdO  Qz¥ <= zo_zﬂ_#_%
\ 301A30 DINOYL93 1A oLy




U.S. Patent Apr. 19,2016 Sheet 5 of 7 US 9,317,690 B2

600
605~ AUTHENTICATE IDENTITIES OF SECURITY ’/
AGENTS AND PROTECTION SERVER
610~ OBTAIN SECURITY RULES
615~ INSTRUCT FIRMWARE SECURITY AGENT
TO TRAP ACCESS TO SYSTEM RESOURCES
620~ SET FLAGS IN FIRMWARE
SECURITY AGENT
> 680
v v/
630~ TRAP ATTEMPTED ACCESS SCAN MEMORY OF
OF SYSTEM RESOURCE DEVICE FOR
‘ SUSPICIOUS CONTENTS
632~ GENERATE TRIGGERED EVENT ‘
TAKE CORRECTIVE
ACTION FOR FOUND
SUSPICIOUS
CONTENTS
TRIGGERED EVENT N
BE PRESENTLY HANDLED 685

OR OFFLOADED FOR
HANDLING?

PRESENTLY

OFFLOADED

HANDLED
DETERMINE ACTIONS TO PASS EVENT TO

640-"| HANDLE TRIGGERED EVENT 655--] ANOTHER SECURITY

AGENT FOR HANDLING
WAS
TRIGGERED EVENT 670~"]_NECEIVE RESPONSE
SUSPICIOUS? v

iy 6751 TAKE ADVISED ACTION

647— TAKE CORRECTIVE ACTION

650
\ 4 /

ALLOW TRIGGERED EVENT

Y

REPORT SUSPICIOUS EVENTS
690-"| TO PROTECTION SERVER

| FIG. 6




US 9,317,690 B2

Sheet 6 of 7

Apr. 19,2016

U.S. Patent

mofN «—»| SldnyyaINI P ¢dL
L~ | AHONIW ) g sinaow o P OH
<] syzispay 0L
SINIAT S1NdL1no
€¢.~{s31n4 ALIIND3S | | A3HI9OIEL 80/
Al
> — > INIDV ALINOIS 071 |~ ] snowaaa P8H
INI9Y NTLSAS SNOLLOY
ONILYHId0-MO13d -J0)
n / S31NY ALIKND3S
— -— | ~91/
4] 90/ o7 «— SHYH
0/ AHOWIW HOSSIO0Hd TYNYILNI
| Avowanw
40S53004d T | WOISAHd  [MPLZ
H,H
No\M NOILONYLSNI vel
$304N0SIY WILSAS
. Emw“_mm_%omw | sminy - CEE (O NS,
— - | ALMND3S
SNOILOV ONILYHIdO-NI
YIAY3S 7 N
zo:wﬁomn_ Vol o) WASASBNLVEIO |3 K—] NOLVOITddY (_gq,
20¢ 30IA3d JINOYLDT T3




U.S. Patent Apr. 19,2016 Sheet 7 of 7 US 9,317,690 B2

800
805~ AUTHENTICATE MICROCODE SECURITY AGENT Y
¥
810~ AUTHENTICATE BELOW-OPERATING
SYSTEM SECURITY AGENT
¥
815~ OBTAIN SECURITY RULES
)
820~ INITIATE SECURITY TRAPPING
y
825~ SET TRAPPING FLAGS IN MICROCODE
\ i
830~  RECEIVE INSTRUCTIONS TO BE EXECUTED
]
835~ REGEIVE INFORMATION TO BE TRANSMITTED
840
WAS
SOMETHING NO >
TRAPPED?
845 CREATE TRIGGERED EVENT
IS EVENT TO VES
BE HANDLED WITHIN
MICROCODE?
\
860 PASS EVENT TO SECURITY AGENT TAKE AGTION DEFINED
T BY SECURITY RULE  [™855
865 GATHER CONTEXTUAL INFORMATION FOR EVENT
¥
8701 APPLY SECURITY RULE
¥
§75—| SPECIFY AND TRANSFERS ACTIONS TO BE TAKEN
)
9801 TAKE SPECIFIED ACTION
| y

FIG. &



US 9,317,690 B2

1
SYSTEM AND METHOD FOR FIRMWARE
BASED ANTI-MALWARE SECURITY

TECHNICAL FIELD

The present invention relates generally to computer secu-
rity and malware protection and, more particularly, to a sys-
tem and method for firmware-based anti-malware security.

BACKGROUND

Native operating system services can prevent security soft-
ware from installing arbitrary hooking within the kernel of
operating systems. Security software is thus prevented from
filtering all behaviors of an electronic device, including
potentially malicious actions by malware. Malware may
include, but is not limited to, spyware, rootkits, password
stealers, spam, sources of phishing attacks, sources of denial-
of-service-attacks, viruses, loggers, Trojans, adware, or any
other digital content that produces malicious activity.

The filtering functionality provided by the operating sys-
tem may be limited, and only available on timelines decided
by the operating system vendor. Malware can operate and
reside at the same level as security software, particularly in
the operating system kernel and thus compromise both the
operating system and the integrity of the security software
itself.

Many forms of aggressive kernel mode malware tamper
with user mode memory to accomplish malicious tasks such
as injecting malicious code dynamically, modifying user
mode code sections to alter execution paths and redirect into
malicious code, and modify user mode data structures to
defeat security software. Additionally, some malware may
attack anti-malware applications and processes from the ker-
nel by tampering with process memory code and data sections
to deceive the detection logic.

Kernel mode rootkits and other malware employ various
methods to hide their presence from user mode applications
and kernel mode device drivers. The techniques used may
vary depending upon where the infection takes place. For
example, malware may attack the kernel active process list of
an operating system to delist or unlink a Rootkit or other
malware process. Other malware may tamper with the code
sections of process access and enumeration functions.

SUMMARY

In one embodiment, a system for securing an electronic
device includes a non-volatile memory, a processor coupled
to the non-volatile memory, a resource of the electronic
device, firmware residing in the non-volatile memory and
executed by the processor, and a firmware security agent
residing in the firmware. The firmware is communicatively
coupled to the resource of an electronic device. The firmware
security agent is configured to, at a level below all of the
operating systems of the electronic device accessing the
resource, intercept a request for the resource and determine
whether the request is indicative of malware.

In another embodiment, a method for securing an elec-
tronic device includes in firmware communicatively coupled
to a resource, intercepting a request for the resource at a level
below all of the operating systems of the electronic device
accessing the resource, consulting one or more security rules,
and based on the one or more security rules, determining
whether the request is indicative of malware. The resource is
coupled to the electronic device and the firmware resides in a
non-volatile memory.
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In yet another embodiment, an article of manufacture
includes a computer readable medium and computer-execut-
able instructions carried on the computer readable medium.
The instructions are readable by a processor. The instructions,
when read and executed, cause the processor to, in firmware
communicatively coupled to a resource, intercept a request
for the resource at a level below all of the operating systems
of'the electronic device accessing the resource, consult one or
more security rules, and, based on the one or more security
rules, determine whether the request is indicative of malware.
The resource is coupled to the electronic device and the
firmware resides in a non-volatile memory.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present inven-
tion, and the advantages thereof, reference is now made to the
following written description taken in conjunction with the
accompanying drawings, in which:

FIG. 1 is an example embodiment of a system for protect-
ing an electronic device from malware;

FIG. 2 is an example embodiment of a system for a virtual-
machine-monitor-based and security-rule-based config-
urable security solution for protecting an electronic device
from malware;

FIG. 3 is an example embodiment of a method for virtual
machine monitor-based protection for an electronic device
from malware;

FIG. 4 is an example embodiment of a firmware-based and
security-rule-based system for protecting an electronic
device from malware;

FIG. 5 is a more detailed view of an example embodiment
of a firmware-based solution for protecting an electronic
device from malware;

FIG. 6 is an example embodiment of a method for firm-
ware-based protection for an electronic device from malware;

FIG. 7 is an example embodiment of a microcode-based
system for protection of an electronic device against mal-
ware; and

FIG. 8 is an example embodiment of a method for micro-
code-based, personalized and configurable protection for an
electronic device from malware.

DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 is an example embodiment of a system 100 for
protecting an electronic device from malware. System 100
may include a below-operating system (“O/S”) trapping
agent 104 communicatively coupled to a triggered event han-
dler108. Below-O/S trapping agent 104 may be configured to
trap various attempted accesses of a resource 106 of an elec-
tronic device 103. Below-O/S trapping agent 104 may be
configured to create a triggered event associated with the
trapped attempted access, and to send the triggered event to a
triggered event handler 108. Triggered event handler 108 may
be configured to consult one or more security rules 114 or a
protection server 102 to determine how to handle the trig-
gered event. Triggered event handler 108 may also be config-
ured to evaluate the triggered event’s propensity to be an
indication of malware, or a malicious attempt to subvert the
resources or operation of electronic device 103. Furthermore,
triggered event handler 108 may be configured to provide a
determination to below-O/S trapping agent 104 of whether
the triggered event should be allowed or denied, or may be
configured to yield another corrective action.

Below-O/S trapping agent 104 may be implemented at a
lower functional level than the operating systems in elec-



US 9,317,690 B2

3

tronic device 103. For example, below-O/S trapping agent
104 may intercept attempted accesses of resource 106 by an
operating system 112, a driver 111, or an application 110.
Below-O/S trapping agent 104 may be running on a processor
of electronic device 103 without use of an operating system.
In one embodiment, below-O/S trapping agent 104 may be
operating on a bare-metal environment or execution level. In
addition, below-O/S trapping agent 104 may be running at a
higher execution priority, as defined by a processor of elec-
tronic device 103, than all operating systems of electronic
device 103. For example, in the context of a hierarchical
protection domain model using protection rings, wherein a
lower number represents a higher priority, operating system
112 may be operating at “Ring0” while below-O/S trapping
agent 104 may be operating at “Ring -1.” Drivers 111 and
applications 110 may be operating at “Ring0” or “Ring3.” In
some embodiments of processors, the concept of “Ring -1~
may be known as “Ring0 privileged mode,” and the concept
of “Ring0” may be known as “Ring0 non-privileged mode.”
Operation in “Ring -1” or “Ring0 privileged mode” may
entail additional overhead and expense than “Ring0” or
“Ring0 privileged mode.” Operating systems of electronic
device 103 may run at Ring0.

Below-O/S trapping agent 104 may operate transparently
to entities running at Ring0 or higher. Thus the attempted
access of resource 106 may be requested by operating system
112 or another entity in the same manner whether below-0O/S
trapping agent 104 is present or not. Below-O/S trapping
agent 104, when enforcing a received action, may allow the
request to happen, may deny the request, or take other cor-
rective action. To deny the request, below-O/S trapping agent
104 may simply not pass the request to the resource 106 or
processor, or may provide a spoofed or dummy reply to the
request to convince operating system 112 that the action has
occurred.

By running at “Ring -1,” at a higher priority than the
pertinent operating systems of electronic device 103, or
below the pertinent operating systems of electronic device
103, below-O/S trapping agent 104 may avoid much of the
malware that plagues operating systems such as operating
system 112. Malware may trick operating system 112 or even
anti-malware software running at “Ring0,” as malware may
also be running at “Ring0” priority. However, malware on
electronic device 103 must still make requests of resource 106
if it is to carry out malicious activities. Thus, trapping opera-
tions linked to sensitive resources may be better accom-
plished by a trapping agent running below the level of oper-
ating systems in electronic device 103.

Below-O/S trapping agent 104 may be implemented in any
suitable manner. In one embodiment, below-O/S trapping
agent 104 may be implemented in a virtual machine monitor.
Such an embodiment may operate below the level of operat-
ing systems as described for below-O/S trapping agent 104.
Descriptions of an example of such an embodiment may be
found in, for example, discussions of FIG. 2, below, of a
security virtual machine monitor 216. In another embodi-
ment, below-O/S trapping agent 104 may be implemented in
firmware. Such an embodiment may operate below the level
of operating systems as described for below-O/S trapping
agent 104. Descriptions of an example of such an embodi-
ment may be found in, for example, discussions of FIGS. 4
and 5, below, of a firmware security agent 440, 516, or PC
firmware security agent 444. In yet another embodiment,
below-O/S trapping agent 104 may be implemented in micro-
code. Such an implementation may operate below the level of
operating systems as described for below-O/S trapping agent
104. Descriptions of an example of such an embodiment may
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be found in, for example, discussions of FIG. 7, below, of a
microcode security agent 708. Below-O/S trapping agent 104
may be implemented in a combination of these embodiments.

Triggered event handler 108 may be embodied by one or
more event handlers or security agents communicatively
coupled together. Triggered event handler 108 and below-O/S
trapping agent 104 may be implemented in the same security
agent. In one embodiment, triggered event handler 108 may
be operating at the same priority ring as below-O/S trapping
agent. In another embodiment, triggered event handler 108
may be operating at the same priority as operating system
112, driver 111, or application 110. In still yet another
embodiment, triggered event handler 108 may be imple-
mented by two or more triggered event handlers wherein at
least one triggered event handler operates at the same priority
ring as below-O/S trapping agent, and at least one triggered
event handler operates at the level of operating system 112,
driver 111, or application 110. By running at the level of
below-O/S trapping agent 104, triggered event handler 108
may similarly avoid the problems of “Ring0” or “Ring3”
malware infecting the agent itself. However, a triggered event
handler 108 running at “Ring0” or “Ring3” with operating
system 112, driver 111, or application 110 may be able to
provide context information about an attempted access of
resource 106 that may be unavailable from the viewpoint of
“Ring -1 agents.

Triggered event handler 108 may be implemented in any
suitable manner. In one embodiment, triggered event handler
108 may be implemented in a virtual machine monitor or
virtual machine monitor security agent. Such an embodiment
may operate below the level of operating systems as described
for triggered event handler 108. Descriptions of an example
of such an embodiment may be found in, for example, dis-
cussions of FI1G. 2, below, of a security virtual machine moni-
tor 216 or security virtual machine monitor security agent
217. In another embodiment, triggered event handler 108 may
be implemented fully or in part in firmware. Such an embodi-
ment may operate below the level of operating systems as
described for triggered event handler 108. Descriptions of an
example of such an embodiment may be found in, for
example, discussions of FIGS. 4 and 5, below, of a firmware
security agent 440, 516, or PC firmware security agent 444.
Triggered event handler 108 may also be implemented in the
below-O/S agent 450 in FIG. 4, which may itself be imple-
mented in such ways as in a virtual machine monitor, firm-
ware, or microcode. In yet another embodiment, triggered
event handler 108 may be implemented in microcode. Such
an implementation may operate below the level of operating
systems as described for triggered event handler 108.
Descriptions of an example of such an embodiment may be
found in, for example, discussions of FIG. 7, below, of a
microcode security agent 708. Triggered event handler 108
may also be implemented in the below-O/S agent 712 of F1G.
7, which may itself be implemented in such ways as in a
virtual machine monitor, firmware, or microcode. Triggered
event handler 108 may be implemented in a combination of
these embodiments.

In one embodiment, below-operating system trapping
agent 104 and/or triggered event handler 108 may operate in
a bare metal layer of electronic device 103. Below-operating
system trapping agent 104 and/or triggered event handler 108
may operate without use of an operating system between
them and the resource 106 that they are configured to protect.
The resource 106 may include a processor, features of the
processor, memory, the entities residing in the memory such
as data structures, or the entities residing in the memory for
execution by the processor such as functions, processes, or
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applications. Below-operating system trapping agent 104
and/or triggered event handler 108 may operate directly on
the hardware of electronic device 103. Below-operating sys-
tem trapping agent 104 and/or triggered event handler 108
may not require the use of an operating system such as oper-
ating system 112 to execute nor gain full access to resource
106.

Other operating systems may exist on electronic device
103 which do not participate in the relationship between
entities at the level operating system 112, below-operating
system trapping agent 104 and triggered event handler 108,
and resource 106. For example, a pre-boot operating system
may securely launch portions of electronic device, but not
participate in the normal operation of electronic device in
terms of handling requests from application 110, driver 111,
and operating system 112 made of resource 106. In another
example, electronic device 103 may contain motherboard
components, plug-in cards, peripherals, or other components
which contain their own sets of operating systems and pro-
cessors to perform functions outside of the relationship
between entities at the level operating system 112, below-
operating system trapping agent 104 and triggered event han-
dler 108, and resource 106. These operating systems may be
embedded operating systems. Any of these operating systems
might not be used for the execution of below-operating sys-
tem trapping agent 104 and triggered event handler 108.
Further, any of these operating systems might not access the
resource 106 protected by trapping agent 104 and triggered
event handler 108.

System 100 may include any combination of one or more
below-operating system trapping agents 104 and one or more
triggered event handlers 108. Descriptions of the below-op-
erating system trapping agents 104 and triggered event han-
dlers 108 may be found in descriptions of trapping agents,
event handlers, and security agents in the figures that follow.

Resource 106 may include any suitable resource of an
electronic device. For example, resource 106 may include
registers, memory, controllers, or [/O devices. Descriptions of
example embodiments of resource 106 may be found in
descriptions of, for example, the system resources 214 of
FIG. 2, components such as display 430 and storage 432 as
shown in FIG. 4, or the system resources 724 of FIG. 7 below.

Security rules 114 may include any suitable rules, logic,
commands, instructions, flags, or other mechanisms for
informing below-O/S trapping agent 104 about what actions
to trap, or for informing triggered event handler 108 to handle
an event based on a trapped action. Triggered event handler
108 may be configured to provide one or more of security
rules 114 to below-O/S trapping agent. Descriptions of
example embodiments of some or all of security rules 114
may be found, for example, in descriptions of security rules
222 of FIG. 2, security rules 422, 434, 436, 438 of FIG. 4,
security rules 518 of FIG. 5, or security rules 707, 723 of FIG.
7 below.

Kernel mode and user mode entities such as application
110, driver 111, and operating system 112 of system 100 may
be implemented in any suitable manner. Descriptions of
example embodiments of application 110, driver 111, and
operating system 112 of system 100 may be found in descrip-
tions of, for example, application 210, driver 211 and oper-
ating system 212 of FIG. 2; application 410, driver 411, and
operating system 412 of FIG. 4; and application 709, driver
711, and operating system 713 of FIG. 7 below.

Electronic device 103 may be implemented in any suitable
manner, such as in a computer, a personal data assistant, a
phone, mobile device, server, or any other device config-
urable to interpret and/or execute program instructions and/or
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process data. Descriptions of example embodiments of elec-
tronic device 103 may be found in discussions of, for
example, electronic device 204 of FIG. 2, electronic device
404 of FIG. 4, or electronic device 701 of FIG. 7.

System 100 may be implemented in any suitable system for
trapping attempted access of resources at a level underneath
the operating systems of electronic device 103. System 100
may also be implemented in any suitable means for handling
the attempted access by consulting security rules to determine
whether the attempted access is malicious or not. For
example, system 100 may be implemented by the systems and
methods 200,300,400, 500, 600, 700, and 800 as described in
FIGS. 2-8 below.

FIG. 2 is an example embodiment of a system 200 for a
virtual-machine-monitor-based and security-rule-based con-
figurable security solution for protecting an electronic device
from malware. System 200 may be an example embodiment
of a system 100, implementing certain elements of system
100 in a virtual machine monitor. System 200 may include an
electronic device 204 which is to be protected against mal-
ware by a configurable security solution. The configurable
security solution of system 200 may include a security agent
running below all operating systems, a security virtual
machine monitor, a cloud-based security agent and an in-O/S
behavioral security agent. The below-O/S security agent and
security virtual machine monitor may be configured to guard
access to system resources of the electronic device 204,
including the resources used by the in-O/S behavioral secu-
rity agent. The below-O/S security agent may be running in
the security virtual machine monitor. The cloud-based secu-
rity agent may be configured to provide malware detection
information to the below-O/S security agent and to the in-O/S
behavioral security agent, and to receive information regard-
ing suspicious behavior possibly-associated with malware
from the security virtual machine monitor and in-O/S behav-
ioral security agent. The in-O/S behavioral security agent
may be configured to scan the electronic device 204 for evi-
dence of malware operating on the electronic device. System
200 may include one or more below-O/S security agents
configured to trap attempted use of access to the resources of
the electronic device 204, generate a triggered event corre-
sponding to the attempt, consult security rules regarding the
triggered event, and take corrective action if necessary
regarding the attempt.

In one embodiment, system 200 may include protection
server 202 communicatively coupled to one or more in-O/S
security agents 218 and a security virtual machine monitor
(“SVMM”) security agent 217. SVMM security agent 217
may reside in a SVMM 216. SVMM 216 may reside and
operate upon electronic device 204. In-O/S security agent 218
and SVMM security agent 217 may be communicatively
coupled. Protection server 202, in-O/S security agent 218,
SVMM security agent 217 and SVMM 216 may be config-
ured to protect electronic device 204 from infections of mal-
ware.

SVMM security agent 217 may be an example embodi-
ment of the triggered event handler 108 of F1G. 1. SVMM 216
may be an example embodiment of the below-O/S trapping
agent 104 of FIG. 1.

Electronic device 204 may include a memory 208 coupled
to a processor 206. Electronic device 204 may include one or
more applications 210 or drivers 211 executing on electronic
device for any suitable purpose. Electronic device 204 may
include an operating system 212. Operating system 212 may
be configured to provide access to system resources 214 of
electronic device 204 to applications 210 or drivers 211.
SVMM 216 may be configured to intercept such calls of
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operating system 212 of system resources 214. SVMM 216
and SVMM security agent 217 may operate below the level of
operating system 212. For example, SVMM 216 and SVMM
security agent 217 may operate directly on processor 206 in a
privileged mode such as “Ring -1

Processor 206 may comprise, for example a microproces-
sor, microcontroller, digital signal processor (DSP), applica-
tion specific integrated circuit (ASIC), or any other digital or
analog circuitry configured to interpret and/or execute pro-
gram instructions and/or process data. In some embodiments,
processor 206 may interpret and/or execute program instruc-
tions and/or process data stored in memory 208. Memory 208
may be configured in part or whole as application memory,
system memory, or both. Memory 208 may include any sys-
tem, device, or apparatus configured to hold and/or house one
or more memory modules; for example, memory 208 may
include read-only memory, random access memory, solid
state memory, or disk-based memory. Each memory module
may include any system, device or apparatus configured to
retain program instructions and/or data for a period of time
(e.g., computer-readable non-transitory media).

Protection server 202 may be operating on a network 244.
Protection server 202 operating on network 244 may imple-
ment a cloud computing scheme. Protection server 202 may
be configured to communicate with elements of electronic
device 204 to update malware detection rules and informa-
tion. Protection server 202 may be configured to receive
information regarding suspicious activities originating from
electronic device 204 and determine whether or not such
suspicious activities are indications of malware infection.
Operating system 212 may include one or more in-O/S secu-
rity agents 218. In-O/S security agent 218 may be configured
to receive monitoring and detection rules from protection
server 202, such as in-O/S security rules 220. In-O/S security
agent 218 may be configured to use the in-O/S security rules
220 received by protection server 202 to monitor and prevent
suspicious activities on electronic device 204. In-O/S security
agent 218 may be configured to report detected suspicious
activities back to protection server 202. In-O/S security agent
218 may be configured to prevent malware operations and to
report such preventions to protection server 202. If more than
one in-O/S security agent 218 is present in system 200, each
in-O/S security agent 218 may be configured to perform a
designated portion of the trapping, validating, or other tasks
associated with in-O/S security agent 218. Such portions may
be defined by below-operating-system security agents. For
example, one in-O/S security agent 218 may validate or inves-
tigate MOV instructions, while another in-O/S security agent
218 may validate or investigate JMP instructions. In-O/S
security agent 218 may be configured to determine the life
cycle of a particular page in memory. For example, in-O/S
security agent 218 may know the processes and steps typi-
cally used by operating system 212 to allocate a page of
memory. Similarly, in-O/S security agent 218 may know the
processes and steps typically used by operating system 212 to
load an image of an application in its loader. Such processes
may follow a static pattern of operation. Thus, in-O/S security
agent 218 may be configured to track the operation of oper-
ating system 212 to determine whether for a given action
standard procedures were followed. In-O/S security agent
218 may communicate with SVMM security agent 217 to
determine whether or not an operation trapped by SVMM
security agent 217 generated the corresponding expected
actions observed by in-O/S security agent 218. A discrepancy
may indicate that malware has attempted to perform a system
function outside of the normal operation of the operating
system 212. Thus, for example in-O/S security agent 218 and
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SVMM security agent 217 may determine whether a page in
question was loaded in memory directly by malware or was
loaded by the operating system loader. Such a behavior may
cause in-O/S security agent 218 or SVMM security agent 217
to report information to protection server 202, employ more
aggressive trapping and checking, ortake any other corrective
measures.

In one embodiment, in-O/S security agent 219 may be
configured to provide contextual information by embedding
itself within operating system 212. For example, in-O/S secu-
rity agent 219 may be configured to register itself or a sub-
component as a driver filter, and attach itself to a main driver
to determine what the driver sees or does not see. By attached
as a filter to NDIS.SYS, for example, in-O/S security agent
219 may be configured to report the file [/O operations seen
by the operating system 212 drivers.

In another embodiment, in-O/S security agent 219 may be
configured to provide such information observed from within
operating system 219 to SVMM security agent 216 or other
below-O/S security agents for comparison with information
observed below the operating system. Discrepancies between
the two sets of information may indicate a presence of mal-
ware attempting to hide itself. For example, in-O/S security
agent 219 may hook or filter NDIS.SYS, and monitor for file
writes to a particular file. SVMM security agent 216 may
monitor input and output commands. If SVMM security
agent 216 determined more writes than should have been seen
based on the list of function calls seen by in-O/S security
agent 219, then malware may be clandestinely writing to disk
outside of the functions provided by operating system 212.

Network 244 may be implemented in any suitable network
for communication, such as: the Internet, an intranet, wide-
area-networks, local-area-networks, back-haul-networks,
peer-to-peer-networks, or any combination thereof. Protec-
tion server 202 may use the reports submitted from various
security agents 218 running on various electronic devices 204
to further detect malware by applying prevalence and repu-
tation analysis logic. For example, a suspicious behavior
identified on electronic device 204 may be synthesized into a
rule for protection server 202 to proactively protect other
electronic devices 204. Such a rule may be determined, for
example, based on the number of times that a suspicious
driver has been reported. For example, an unknown driver
with a narrow or slow distribution pattern may be associated
with malware. On the other hand, an unknown driver with a
wide and fast distribution may be associated with a patch of a
popular and widely available application. In another example,
such a detected driver may have been determined by security
software running on another electronic device to have
accessed a website known to host malware. Such a driver may
be determined to be associated with malware.

SVMM 216 may implement some or all of the security
virtual machine monitoring functions of system 200. SVMM
216 may be configured to intercept access to system
resources—such as registers, memory, or [/O devices—to one
or more operating systems running on an electronic device.
The security virtual machine monitoring functions of system
200 may be implemented using SVMM 216, or any other
virtual machine monitor configured to protect electronic
device 204 according to the teachings of this disclosure.
SVMM 216 may be configured to control and filter actions
taken by operating system 212 while operating system 212
attempts to access system resources 214, on behalf of itself or
on behalf of applications 210 running through operating sys-
tem 212. SVMM 216 may run underneath operating system
212 on electronic device 204 and may have control over some
or all processor resources made available to operating system
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212 and application 210 or driver 211. Application 210 may
comprise any application suitable to run on electronic device
204. Driver 211 may comprise any driver suitable to run on
electronic device 204. The processor resources made avail-
able for control by SVMM 216 may include those resources
designated for virtualization. In one embodiment, SVMM
216 may be configured to virtualize system resources 214 for
access by operating system 212, application 210, or driver
211. As examples only, such system resources 214 may
include input-output devices 226, system memory 228, or
processor resources 230. As examples only, processor
resources 230 may include conventional registers 232, debug
registers 234, memory segmentation 236, memory paging
238, interrupts 240 or flags 242. /O devices 226 may include
access to such devices such as keyboard, display, mice, or
network cards.

SVMM 216 may be configured to trap the execution of
operations originating from operating system 212 to access
system resources 214. SVMM 216 may include a control
structure configured to trap specific attempted accesses of
system resources 214. Any suitable control structure may be
used. In one embodiment, such a control structure may
include virtual machine control structure (“VMCS”) 221.
SVMM 216 may be configured to trap such execution by
manipulating flags inside of VMCS 221. SVMM 216 may be
configured to trap any suitable operation of operating system
212, application 210, or driver 211 involving an access of
system resources 214. Such trapped operations may include,
for example: reading, writing and execution of particular
pages of memory in system memory 228; loading and storing
a value to or from a processor register 230; or reading and
writing to or from [/O devices 226. Any such operations may
cause a Virtual Machine Exit (“VM Exit”), which may be
trapped by SVMM 216. SVMM 216 may be configured to
trap the generation of interrupts 240, which may be generated
by the processor 208 or initiated by elements of operating
system 212. SVMM 216 may be configured to trap the
attempted reading and writing to or from I/O device 226 by
trapping IN and OUT instructions. SVMM may be configured
to trap such instructions by trapping access to mechanisms,
for example, of Virtualization Technology Directed 1/O
(“VTd”). VId may allow I/O device virtualization according
to processor 208. By accessing VTd facilities, SVMM secu-
rity agent 217 may be configured to determine devices con-
nected by VTd, determine meta information from operating
system 212, ports on the /O device, or other suitable infor-
mation. SVMM security agent 217 may be configured to
control or trap the operation of such virtualized device access.
For example, SVMM security agent 217 may be configured to
determine I/O permission maps, containing I/O assignments
given to programmable /O ports. SVMM security agent 217
may be configured to trap access to such permission maps,
which may be done by malware, or use such permission maps
to determine the relationship of entities on operating system
212 and a request of an I/O device.

In one embodiment, SVMM security agent 217 may be
operating in SVMM 216. In another embodiment, SVMM
security agent 217 may be operating outside of SVMM 216,
but may be communicatively coupled to SVMM 216. In such
an embodiment, SVMM security agent 217 may be operating
below the level of operating systems of electronic device 204
such as operating system 212. SVMM security agent 217 may
be operating at the same level and/or the same priority of
SVMM 216. SVMM security agent 217 may be configured to
handle events triggered by or trapped by SVMM 216. SVMM
security agent 217 may be configured to access contents of
memory 228 or a disk at a level below the operating system
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212 so as to examine the contents free of interference of
kernel-level rootkits. Furthermore, some operations of
SVMM security agent 217 may be implemented by SVMM
216, and some operations of SVMM 216 may be imple-
mented by SVMM security agent 217.

SVMM security agent 217 may be configured to set the
operation of SVMM 216 in terms of what actions will cause
a trap or trigger. In one embodiment, SVMM 216 may be
configured to communicate the detection of trapped actions to
SVMM security agent 217. SVMM security agent 217 may
be configured to consult security rules 222 to determine
whether the trapped actions indicate malware or malicious
activities, and based upon security rules 222 may provide
indications to SVMM 216 about what subsequent action to
take. Such subsequent action may include allowing the
attempted action, disallowing the attempted action, or taking
other corrective steps.

The operation of trapping the attempted access and execu-
tion of system resources 214 by SVMM 216 and SVMM
security agent 217 may be coordinated through information
gathered by in-O/S security agent 218. In-O/S security agent
218 may be configured to provide context to the trapping and
handling operations of SVMM 216 and SVMM security
agent 217. For example, a particular operating system data
structure may normally only be written to by a specific appli-
cation or service. In-O/S security agent 218 may determine
what applications or processes are currently visibly running
on operating system 212 and communicate the information to
SVMM security agent 217. If the specific application or ser-
vice is not listed as visibly running, then the attempted write
to the data structure may have come from an unauthorized
application or process.

In-O/S security agent 218 may be configured to commu-
nicate with SVMM 216 and/or SVMM security agent 217 via
hypercalls. Hypercalls may be implemented with a descriptor
table defining available requests that may be used, as well as
associated input and output parameters. Such a descriptor
table may define one or more requests possible for in-O/S
security agent 218 to communicate with SVMM 216 and/or
SVMM security agent 217. Such a descriptor table may also
define where input and output parameters for such a request
may be located in memory.

In-O/S security agent 218, SVMM security agent 217, and
protection server 202 may be configured to authenticate each
other. Each of security agent 212, SVMM security agent 217
and protection server 202 may be configured to not continue
communications with each other unless each of the entities is
authenticated. SVMM 216 may be configured to locate the
in-O/S security agent 218 image in memory 206, and use
cryptographic signing algorithms to verify the in-O/S secu-
rity agent 218 image in memory 206. Authentication between
protection server 202, in-O/S security agent 218 and SVMM
security agent 217 may use any suitable method, including
cryptographic hashing and/or signing algorithms. In one
embodiment, such authentication may involve the exchange
of a private secret key. In-O/S security agent 218 may be
configured to receive a secret key from protection server 202
to verify the instance of SVMM security agent 217.

In-O/S security agent 218 may have contextual informa-
tion regarding the operation of operating system 212. In-O/S
security agent 218 may be configured to communicate with
SVMM security agent 217 to provide such contextual infor-
mation. SVMM security agent 217 may instruct SVMM 216
on, for example, how to define certain pages of memory, or
which registers to trap.

SVMM 216 may be configured to trap access attempts to
system resources 214 defined by SVMM security agent 217.
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For example, for traps of memory access, SVMM 216 may be
configured to trap operations such as read, write or execute.
For trapping access to processor registers 230, SVMM 216
may be instructed to trap operations including load, store, or
read register values. For trapping 1/O operations, I/O devices
226, SVMM 216 may be instructed to trap operations such as
input or output to keyboards, mice, or other peripherals.
SVMM security agent 217 and/or other below-operating sys-
tem security agents in the figures below may, in conjunction
with in-operating system security agents, may be configured
to determine for an I/O operation, the identity of a target I/O
device 226, target operation to be performed upon the /O
device 226, and the data to be transferred.

SVMM security agent 217 may be configured to determine
contextual information, such as what entity of operating sys-
tem 212 has attempted to access a resource of electronic
device 204, or to what entity of operating system 212 a
resource may belong. SVMM security agent 217 may be
configured to make such determinations through any suitable
method. In one embodiment, SVMM security agent 217 may
be configured to access contextual information for such deter-
minations from in-operating system security agent 218. In
another embodiment, SVMM security agent 217 may be con-
figured to, directly or indirectly, access a call stack of oper-
ating system 212 and/or an execution stack of processor 208
to determine the order of calls made by different processes or
applications of operating system 212. An Execution Instruc-
tion Pointer may point to the instruction causing the trigger,
while an Execution Stack Pointer and Execution Base Pointer
may point to the stack frames. By walking through the Execu-
tion Base Pointer through the stack, previous function calls
may be identified providing context for the operation at hand.
Such stacks may indicate the operation that was attempted as
well as a source memory location. In yet another embodi-
ment, SVMM security agent 217 may be configured to use a
memory map in conjunction with security rules 222 to deter-
mine whether an attempt is malicious or indicative of mal-
ware. Such a memory map may, for example, indicate the
entity that made an attempted access of resources, given a
memory location of the attempted access. Such a memory
map may be defined, for example, in virtual memory page
identifiers and/or physical memory addresses. Such a
memory map may, in another example, indicate the entity
corresponding to the memory location of the target of the
attempt. Using the memory map, SVMM security agent 217
may be configured to determine the identities of the source
and targets, or entity owners thereof, of an attempted access.
The memory map may be created in part by SVMM security
agent 217 or other below-O/S security agents in the figures
below in conjunction with in-operating system security
agents through monitoring the execution of the system.
SVMM security agent 217 and/or other below-operating sys-
tem security agents in the figures below may, in conjunction
with in-operating system security agents, determine for a
given memory page or physical address whether such a loca-
tion belongs to a particular code section or data section; to
which module, process, application, image, or other entity it
belongs; or whether it is associated with user mode or kernel
mode entries. SVMM security agent 217 and/or other below-
operating system security agents in the figures below may, in
conjunction with in-operating system security agents, deter-
mine metadata for the mapping of virtual memory and physi-
cal memory indicating the identification, location, and per-
missions of various entities running on the electronic device
204. Similarly, SVMM security agent 217 and/or other
below-operating system security agents in the figures below
may use a mapping of sectors in a mass storage device to
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determine the location of images of such entities in the mass
storage device. SVMM security agent 217 and/or other
below-operating system security agents in the figures below
may, in conjunction with in-operating system security agents,
determine for a given entity the sectors, files, directories, and
volumes on which they reside.

SVMM security agent 217 may be configured to allocate
memory such as system memory 228 as required for opera-
tion of in-O/S security agent 218, SVMM security agent 217,
and SVMM 216. SVMM security agent 217 may be config-
ured to request that SVMM 216 secure such allocated
memory against unauthorized read and write operations.
SVMM 216 may be configured to initialize the allocated
memory after protection of the memory is established to
eliminate the opportunity for malware to add malicious code
between the time when the memory is allocated by in-O/S
security agent 218 and the protection is established by
SVMM 216.

SVMM security agent 217 may be configured to commu-
nicate with protection server 202 to securely receive SVMM
security rules 222. SVMM security rules 222 may comprise
instructions, logic, rules, shared libraries, functions, mod-
ules, or any other suitable mechanism for instructing SVMM
216 about what security policies to employ. SVMM security
agent 217 may be configured to transfer information to pro-
tection server 202 regarding suspicious activities and
detected malware from electronic device 204.

In-O/S security agent 218 may be configured to commu-
nicate with protection server 202 to receive in-O/S security
rules 220. In-O/S security rules 220 may comprise instruc-
tions, logic, rules, shared libraries, functions, modules, or any
other suitable mechanism for in-O/S security agent 218 to
detect malware on electronic device 204. In-O/S security
agent 218 may be configured to transmit information to pro-
tection server 202 regarding suspicious activities and
detected malware on electronic device 204.

In-O/S security rules 220 and SVMM security rules 222
may each comprise protection rules for protecting electronic
device 204 against malware infections, and for detecting sus-
picious activities that may comprise malware. In-O/S security
agent security rules may contain rules executed by and within
in-O/S security agent 218. SVMM security rules 222 may
contain rules executed by and within SVMM 216 and/or
SVMM security agent 217.

SVMM security rules 222 may be configured to provide
information to SVMM security agent 217 with definitions of
how to observe and detect malware infections of electronic
device 204. For example, SVMM security rules 222 may
include categorizations of what types of function calls or
behaviors from entities such as application 210 or driver 211
that SVMM security agent 217 may monitor for indications
of malware. As another example, SVMM security rules 222
may include definitions of how SVMM security agent 217
may process such triggered function calls, including what
parameters to use, how to extract values from such calls, or
how to validate the operation of such calls. Furthermore,
SVMM security rules 222 may include information for in-
SVMM security agent 217 on how to monitor the behavior of
entities electronic device such as application 210 or driver
211, as well as exceptions to such behavioral detection rules.
As yet another example, SVMM security rules 222 may
include information for SVMM security agent 217 on how to
prevent and repair malicious behaviors detected by such
behavioral detection rules. SVMM security rules 222 may
include details of what data that SVMM security agent 217
should monitor, collect, and send to protection server 202.
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Similarly, in-O/S security rules 220 may be configured to
provide information to in-O/S security agent 218 with defi-
nitions of how to observe and detect malware infection of
electronic device 204, as well as how to coordinate such
activities with SVMM security agent 217.

SVMM security rules 222 may also include rules regarding
what actions SVMM 216 will trap. SVMM security agent 217
may be configured to apply such rules to SVMM 216. For
example, SVMM security agent 217 may be configured to
convert the address for a function to be trapped into an iden-
tifiable virtual or physical page of memory, create a request
for SVMM 216 to trap the execution of such a page, and
subsequently call the security agent 217 after trapping the
execution. SVMM security agent 217 may be configured to
receive SVMM security rules 222 through its interface with
the SVMM 216. Such an interface may comprise a hypercall-
based interface. SVMM security agent 217 may be config-
ured to push any resulting detections or reports to SVMM 216
through the same hypercall based interface.

In one embodiment, SVMM 216 may be configured to
process triggered actions without consulting SVMM security
agent 217. In such an embodiment, SVMM 216 may be
configured to install additional triggers that are processed
within SVMM 216 which might not be passed to SVMM
security agent 217. Such additional triggers may be defined
by SVMM security rules 222. In one embodiment SVMM
security rules 222 may define memory pages scanning rules
for SVMM 216. Such rules may include a listing of entities or
modifications which are malicious and should not be allowed
to reside in memory. Such rules may also include a whitelist,
configured to include a listing of pages that are specifically
allowed to exist within system memory 228. In another
embodiment, SVMM security rules 222 may define to the
SVMM 216 memory pages access rules. Such rules may
include definitions of what code pages are allowed, or con-
versely, prohibited to access a given code or data page. Con-
sequently, SVMM security rules 222 may be configured to
instruct SVMM 216 to act as a memory scanner, and/or con-
trol access to memory pages.

SVMM 216 may be configured to protect SVMM security
agent 217, SVMM 216, and in-O/S security agent 218 by
preventing unauthorized read and write access to their respec-
tive code and data pages in system resources 214. For
example, if application 210 or driver 211 make a requestto a
portion of system memory 228, processor registers 230 or [/O
devices 226 which would result in affecting the integrity or
operation of SVMM security agent 217, SVMM 216, and
in-O/S security agent 218, then SVMM 216 may be config-
ured to intercept such an attempted request, and subsequently
re-route the request, deny it, or take other appropriate action.
In another example, SVMM 216 may be configured to autho-
rize read access for portions of system memory 228, proces-
sor registers 230 or /O devices 226 affecting SVMM security
agent 217, SVMM 216, and in-O/S security agent 218 for
memory security software applications, suchas SVMM secu-
rity agent 217 itself, or other corresponding or affiliated pro-
grams. Such an authorization may be defined within SVMM
security rules 222, which may define to SVMM 216 how to
handle access to system resources 214 such as system
memory 228. In one embodiment, SVMM security rules 222
may include a whitelist of trusted security programs, which
may include SVMM security agent 217.

To communicate with protection server 202, SVMM 216
may include a secured network interface 224. Secured net-
work interface 224 may be configured to provide secure
access between a network server such as protection server
202 and an element of electronic device 204 such as SVMM
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216 or SVMM security agent 217. SVMM 216 may include a
logical TCP/IP driver or other communication interface,
which may implement secured network interface 224. The
protection server 202 may be configured to communicate via
secured network interface 224 to instruct SVMM 216 or
SVMM security agent 217 to update itself, as well as provide
protection rules such as SVMM security rules 222 or in-O/S
security rules 220. Protection server 202 may be configured to
deliver customized rules for a particular electronic device
204, or a particular SVMM 216. Such customization may
include the type of malicious activities that have been
reported on electronic device 204, along with other protection
mechanisms within electronic device 204 such as an anti-
virus program, firewall, or other protection mechanism. In
one embodiment, protection server 202 may be operated by
an administrator of electronic device 204 on, for example, a
local network. In such a case, the administrator may set global
or personalized policies for handling suspicious behavior that
may be implemented by rules received from protection server
202. SVMM 216 may include an update engine that informs
SVMM 216 or SVMM security agent 217 how to update itself
through a new image delivered securely via protection server
202.

In-O/S security rules 220 and SVMM security rules 222
may each be configured to request that particular or classes of
observed actions or operations on electronic device 204 be
passed to protection server 202. There, protection server may
examine and verify the observations before the action is
allowed to proceed on electronic device 204. Protection
server 202 may be configured to accept such an action to be
examined synchronously or asynchronously. In one embodi-
ment, in-O/S security agent 218 may be configured to pass
questionable activities, segments of code or data, or actions to
SVMM 216 for verification by protection server 202. For
example, in-O/S security agent 218 may detect a suspected
instance of malware by detecting an unsigned driver loaded
within memory. SVMM 216 may receive the information
about the suspicious software from in-O/S security agent 218,
and may provide it to protection server 202.

SVMM security rules 222 may be configured to allow or
deny access to any suitable system resource of electronic
device. Such resources available to be monitored may depend
upon the resources exposed by processor 206. For example, in
one embodiment SVMM security rules 222 may be config-
ured to allow SVMM 216 to restrict access to system memory
228, 1/0 devices 226, and interrupts 140. Such a restriction
may prevent unauthorized access to /O devices such as key-
board displays or removable discs. In another embodiment,
SVMM security rules 222 may be configured to allow SVMM
216 to restrict access to interrupt descriptor table entries,
including entries in processor registers such as interrupt 240.
Inyet another embodiment, SVMM security rules 222 may be
configured to allow SVMM 216 to restrict access to Extended
Page Tables (“EPT”), or any other mechanism handling the
mapping of virtual memory (real memory from the perspec-
tive of a guest operating system) to host physical memory.

If electronic device 204 contains one or more processors
besides processor 208 that support virtualization, SVMM 216
or another instance of SVMM 216 may be configured to
intercept attempts to access the virtualized resources of such
other processors. If electronic device 204 contains, for
example, a quad-processor containing processor 208, the
resources of the quad-processor may be protected by SVMM
216. If the one or more other processors do not support
virtualization, SVMM 216 might not be able to secure access
to their resources. [fthe one or more other processors support
a different virtualization technology from processor 208,
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SVMM 216 may be configured to secure access to their
resources if SVMM 216, but in a different manner than as
processor 208 is secured, since the manner in which resources
are virtualized may differ.

In operation, protection server may be running on network
244. In-O/S security agent 218 may be running on electronic
device 204 to protect electronic device 204 from malware
infections, by scanning electronic device 204 for malware,
observing the behavior of entities such as application 210 and
driver 211 on electronic device 204 for suspicious behavior,
and by repairing any such infections that were found. In-O/S
security agent 218 may be running at the same priority or level
as operating system 212, and may be running in operating
system 212. SVMM 216 may be operating on electronic
device 204 to protect electronic device 204 from malware
infection by trapping the attempted access of system
resources of electronic device 204. SVMM security agent 217
may be running on electronic device 204, or another suitable
electronic device, to set the trapping operation of SVMM 216
and to handle some or all of the trapped attempted accesses of
system resources. SVMM 216 and SVMM security agent 217
may be running below the operating system 212 with a pri-
ority of “Ring -1.” SVMM security agent 217 may be running
on SVMM 216.

Protection server 202 may send security rules, such as
SVMM security rules 222 and in-O/S security rules 220, to
electronic device 204. Such rules may be received by SVMM
security agent 217, which may provide in-O/S security rules
220 to SVMM 216. Such rules may be received by in-O/S
security agent 218.

Protection server 202, security agent 218 and SVMM secu-
rity agent 217 may each authenticate each other. SVMM
security agent 217 may locate the image of security agent 218
in memory and use cryptographic signing algorithms to
verify the image of security agent 218 resident in memory.
Protection server 202 and SVMM security agent 217 may
authenticate each other using cryptographic hashing and
signing algorithms to correctly identify each other. SVMM
security agent 217 and protection server 202 may also
exchange a private secret key to authenticate the identity of
each other. Security agent 218 may receive a secret key from
protection server 202 to verify the instance of SVMM secu-
rity agent 217. Communication between security agent 218,
SVMM security agent 217, and 202 may not be fully estab-
lished unless each of the agents is authenticated with each
other. Similarly, SVMM security agent 217 and SVMM 216
may verify and authenticate each other if they are running as
separate entities.

SVMM 216 and SVMM security agent 217 may be run-
ning underneath operating system 212 and all operating sys-
tems of electronic device 204. SVMM 216 may monitor
access to system resources 214, including /O devices 226,
system memory 228, and processor registers 230 by operating
system 212, security agent 218, application 210, and driver
211. SVMM 216 may trap the execution of key operations
requested by operating system 212, security agent 218, appli-
cation 210, driver 211, or any other entity of electronic device
204. SVMM 216 may trap such execution by manipulating
flags inside of VMCS 221. When VMCS 221 intercepts a
request for a protected resource, operation may be handed off
to SVMM 216 for further operation, diagnosis and repair. In
one embodiment, operation may be subsequently handled by
SVMM security agent 217. In another embodiment, handling
of the trapped operation may be conducted by SVMM 216
itself. SVMM 216 may trap any necessary operation of elec-
tronic device 204 to provide protection against malware. Such
operations may include, but are not limited to: reading, writ-
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ing and execution of particular code or data pages in system
memory 228; loading and storing of value from a system
register and processor registers 230; or reading to or from I/O
devices 226. The specific operations which will be trapped by
SVMM 216 may be defined by SVMM security rule 222.
Protection server 202 may communicate with SVMM
security agent 217 or in-O/S security agent 218 to provide
security rules to each. In one embodiment, protection server
202 may deliver SVMM security rules 222 to SVMM security
agent 217. In another embodiment, protection server 202 may
deliver in-O/S security rules 220 to in-O/S security agent 218.
Inyet another embodiment, protection server 202 may deliver
in-O/S security rules 220 to SVMM security agent 217, which
may then provide the rules to in-O/S security agent 218.
Application 210, driver 211 or other entities operating an
electronic device 204 may be observed by in-O/S security
agent 218. In-O/S security agent 218 may use in-O/S security
rules 220 to observe the behavior of such processing entities
to determine whether their behavior constitutes suspicious
behavior indicating a possible infection of malware. Upon
such a detection of suspicious activities, in-O/S security agent
218 may provide the suspicious information to protection
server 202 for further analysis and instruction. In-O/S secu-
rity rules 220 may indicate to in-O/S security agent 218 that
such behaviors are suspicious, as well as indicate corrective
action. For example, application 210 may communicate with
a network destination which is known to host malware. In-
O/S security agent 218 may notice the activity of application
210, and subsequently block the network access of applica-
tion 210 to the network destination. In-O/S security agent 218
may also scan electronic device 204 for malware. For
example, in-O/S security agent 218 may examine the contents
of memory 206, or system memory 228 for patterns that
correspond to signatures of malware. Such an examination
may reveal that, for example, application 210 contains a block
of code corresponding to a known segment of malware. In-
O/S security agent 218 may then clean electronic device 204
of the infection of malware by repairing application 210,
removing application 210, or taking any other suitable action.
In-O/S security agent 218 may communicate with protection
server 202 regarding any detected suspicious behaviors, or
other indications of malware, and may receive instructions
from protection server 202 on how to deal with such malware.
In one embodiment, SVMM security agent 217 may be
configured to evaluate a trapped operation based on the origin
of' the entity that made the attempted operation. For example,
if a driver was downloaded from an unknown domain, or has
a certificate from an unknown guarantor, then the ability of
the driver to subsequently operate may be limited. For
example, a driver whose status is unknown may be denied the
ability to attach itself to another driver. If the driver was
downloaded from a domain known to host malware or con-
tains fraudulent credentials, then the driver may be not per-
mitted to even load. Similarly, if a driver is known to be from
a particular domain or created by a particular author, then
SVMM security agent 217 may be configured to recognize
services in electronic device 204 authorized to update the
driver, and to limit the ability to write or access the driver to
those services. For example, a kernel driver from Company X
may only be written to from Company X’s update service
software resident on electronic device 204. SVMM security
agent 217 may be configured to validate the operation and
integrity of the update service. In another embodiment,
SVMM security agent 217 may be configured to evaluate a
trapped operation based on the target of the attempt. For
example, an attempt to update software from a service may be
trapped for kernel drivers, but not for application software.
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Once an entity has been determined to be suspicious, or an
attempt determined to indicate malware, the process causing
the attempt and the memory housing the process may be
linked. Other processes accessing the same portion of
memory may similarly be determined to be malware. A
trapped attempt to access a resource may be stored, and a
subsequent attempt to access a protected resource may be
evaluated in light of the original event. For example, a mali-
cious operation may require that code be written to a data
segment then executed. Thus, SVMM security agent 217 may
trap the original write access to the data segment, allow the
write, but record the source of the write access. Subsequently,
SVMM security agent 217 may trap a subsequent attempt to
execute the data segment, and evaluate the malicious status of
the attempt in light of the previously trapped operation, the
entity which attempted it, or other suitable forensic informa-
tion.

SVMM security agent 217 may instruct SVMM 216 con-
cerning which of system resources 214 that SVMM 216 is to
trap through a control structure such as VMCS 221. SVMM
216 may then trap access requests to system resources 214
originating from entities of electronic device 204 such as
operating system 212, application 210 or driver 211. For
example, if a request is made to read, write or execute portions
of system memory 228, SVMM 216 may intercept such a
request through a flag set for the designated portion of system
memory in VMCS 221. In another example, access requests
made of I/O devices 226 may be intercepted by VMCS 221,
such as input or output operations. In yet another example,
requests of process registers 230, such as load or store com-
mands, may be trapped by VMCS 221. Any such traps may
result in the notification of SVMM 216 of the attempted
access. Once SVMM 216 has trapped an attempted operation
upon system resources 214, SVMM 216 may communicate
such a trapped execution to SVMM security agent 217.

In-O/S security agent 218 and SVMM security agent 217
may communicate to determine the context of operations
conducted within operating system 212. For example, a
trapped system call from operating system 212 to a particular
resource of electronic device 204 may have originated from a
particular part of memory. SVMM security agent 217 may
communicate with in-O/S security agent 218 to determine
what application, process, or other entity resides within the
particular part of memory.

Based on SVMM security rules 222, and the trapped opera-
tion and/or contextual information from in-O/S security agent
218, SVMM security agent 217 may then determine whether
such an access constituted a suspicious action such as those
indicative of an infection of malware. For example, an
attempted change of system memory 228 of a protected
memory space by an unauthorized application may be a sus-
picious activity, and thus such an attempted change detected
by SVMM 216 may be interpreted by SVMM security agent
217 to be an operation of malware. Such an activity may be
reported to protection server 202 for further instruction, or
action may be directed by in-O/S security rules 220. The
result of such a detection may be to block the attempted
change in system memory 228, or triggering additional clean-
ing operations upon the entity of electronic device 204 which
generated the attempted change.

SVMM 216 may monitor additional calls to system
resources 214 to protect the integrity of the SVMM 216,
SVMM security agent 217 and/or in-O/S security agent 218.
SVMM 216 may conduct scanning operations, defined by
SVMM security rules 222, to scan portions of system
memory 228 to determine whether portions of such memory
have been modified by malware. SVMM 216 may make use
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of signatures, hashes, or other rules indicating that a given
pattern of memory is known as unsafe or safe.

For example, SVMM 216 may protect in-O/S security
agent 218 by preventing unauthorized read and write access
to code and data pages corresponding to in-O/S security agent
218 in system memory 228. Some malware may attempt to
attack in-O/S security agent 218 by making memory modifi-
cations or other modifications to system resources 214 asso-
ciated with system memory 228. SVMM 216 may read a
whitelist contained in SVMM security rules 222 of autho-
rized applications and other entities of electronic device 204
that may be permitted to alter the code or data or other system
resources 214 corresponding to in-O/S security agent 218. If
a modification originates from an entity not contained within
the whitelist, then SVMM 216 may determine that such a
modification is associated with malware. Unauthorized
access to system resources 214 corresponding to in-O/S secu-
rity agent 218 may be handled by SVMM in any suitable
manner, including blocking access, creating a honeybot pro-
cess, reporting violations to protection server 202, or any
other suitable remedy.

SVMM 216 may also trap access to system resources 214
belong to other entities of electronic device 204. For example,
a target memory page in system memory 228 may contain
sample code or data belonging to a part of the kernel operation
of operating system 212. SVMM 216 and SVMM security
rules 222 may limit access to such a target page to only code
sections that are authorized. Consequently, if a code page in
system memory 228 attempts to read or alter the target
memory page, and the code page belongs to a non-authorized
entity of electronic device 204, such an access may be
blocked by SVMM 216. Thus, SVMM 216 may act to control
access to memory pages in system memory 228.

SVMM security agent 217 may be able to update SVMM
security rules 222 or in-O/S security rules 220 by contacting
protection server 202 for updated rules. Protection server 202
may configure the rules to be delivered to SVMM security
agent 217 based upon the particular malware observed,
administrator settings, or other characteristics of electronic
device 204. SVMM security agent 217 may update the rules
of'electronic device 204 upon demand by a user, periodically,
or upon the occurrence of a significant event, such as the
encounter of new suspicious activities that may be linked to
malware.

SVMM security agent 217 may set flags in VMCS corre-
sponding to compound conditions. Such flags may span
across different types of resources to be trapped. For example,
VMCS may be configured to trap the combination of a write
of'a certain value to page in memory, and a subsequent move
of the page to a buffer of an 1/O device.

System 200 may contain one or more advantages over
other implementations of anti-malware systems and software.
For example, some anti-malware solutions may hook various
portions of an operating system to trap and evaluate low-level
operations of the applications. However, these solutions
themselves may operate inside of the operating system, or in
another operating system in the case of two guest operating
systems. By operating within the confines of the operating
system, even at a kernel-level priority, the anti-malware solu-
tion may be susceptible to malware attacks from malware also
running on the same operating system, perhaps running at the
same priority. If trapping or triggering upon certain events is
conducted at the level of an operating system, such trapping
or triggering may be phished, hooked, reverse engineered,
compromised, or otherwise defeated by malware running at
the same or lower priority for the operating system. For
example, an anti-malware solution running on an operating
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system that detects and removes a malicious hook in the
operating system may be observed by malware running at the
same priority. In another example, an anti-malware solution
registering as a filter driver to detect the operation of a certain
routine may be defeated by malware that registers a malicious
filter driver lower on the driver stack than the anti-malware
solution. Similarly, ifhandling of certain trapped or triggered
events occurs at the level of an operating system, malware
may be able to affect the such handling. For example, the
malware may undo the corrections of the anti-malware solu-
tion, or even disable the operation of the anti-malware solu-
tion.

In another example, hypervisors may work to virtualize
access to system resources such as system memory 228, but
may not conditionally guard access to the system resources
and thus act as a security hypervisor. Such hypervisors may
not have access to anti-malware rules, such as behavioral
rules in security rules 222, to identify malicious activities,
entities, or malicious attempted access of system resources.
Such hypervisors may be running within an operating system
themselves, which may be prone to malware running at the
same priority level as the operating system. Such hypervisors
may not be running in a “Ring0 privileged mode,” because
such a mode may require the hypervisor to intercept too many
attempted accesses of system resources. The hypervisor may
be tasked with virtualizing all aspects of a guest operating
system, and the demands of such virtualization may be too
expensive to simultaneously access security rules to check for
malicious behavior.

FIG. 3 is an example embodiment of a method 300 for
virtual machine monitor-based protection for an electronic
device from malware. In step 305, the identity and security of
abelow-O/S security agent, in-O/S security agent, protection
server, and virtual machine monitor may be authenticated.
Such authentication may be done through any suitable
method, including by locating and verifying the images of
each located in memory, cryptographic hashing, or secret
keys. Until step 305 is completed, operation of other steps
may be withheld.

In step 310, a protection server may be accessed to deter-
mine security rules. Such security rules may be used to make
decisions in steps 315-380. In step 315, the virtual machine
monitor may be instructed to trap access to system resources.
Such access may arise from applications, drivers, or operating
systems running on the electronic device. The virtual
machine monitor may be instructed as to what system
resources of the electronic device are to be monitored. The
virtual machine monitor may also be instructed as to what
operations on the monitored system resources are to be
trapped. For example, read, write or execute operations on
system memory may be trapped. In another example, load or
store operations on registers may be trapped. In yet another
example, input or output actions on I/O devices may be
trapped.

In step 320, flags corresponding to such operations to be
trapped may be set inside a control structure such as a virtual
machine control structure. Such trapped operations may gen-
erate a VM exit, wherein a triggered event is created upon the
access of the flagged resource. In step 325, as system memory
is allocated for the virtual machine monitor, the in-O/S secu-
rity agent, and the below-O/S security agent, such memory
may be secured against unauthorized read and write opera-
tions.

The electronic device may operate and be protected by one
or more of the trapping of access of system resources in steps
330-340, scanning memory for the presence of malware in
steps 345-355, and scanning memory for attempted memory
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modifications in steps 360-365. Each of trapping the access of
system resources, scanning memory for the presence of mal-
ware, and scanning memory for attempted memory modifi-
cations may be conducted in parallel. Further, each of these
may be repeated as necessary to protect the operation of the
electronic device.

In step 330, the access of a system resource such as system
memory, registers, or /O devices may be trapped. The access
may be trapped using a VMCS flag generating a VM exit.
Such trapping may be conducted below the level of operating
systems running on the electronic device. In step 335, the
access may be analyzed to determine whether the requesting
entity has permission to access the requested resource. Con-
textual information associated with the attempted access may
be accessed to make such a determination. Security rules may
be accessed to make such a determination. An unauthorized
access may be determined to be suspicious. Such handling
and determinations may be made below the level of operating
systems running on the electronic device. If the access is
suspicious, then in step 340, a suspicious attempted access of
the system resources may be blocked. Such an attempt may be
reported to the protection server. If the access is not suspi-
cious, then the access may be allowed in step 370.

In step 345, memory pages of the electronic device may be
scanned for the presence of malware. While scanning the
memory of electronic device, a whitelist may be used to
determine whether patterns of memory, reflecting entities
resident on electronic device, are known to be safe. Ifa pattern
of memory known to be safe is encountered, then in step 370,
the memory may be allowed to continue to have access to
electronic device and may remain. While scanning the
memory of electronic device, a blacklist may be used to
determine whether patterns of memory are known to com-
prise or be associated with malware. The whitelist and black-
list may be accessed by accessing the security rules. In step
350, if a pattern of memory known to be associated with
malware is found, then in step 375 the pattern of memory may
be denied access to electronic device by being repaired,
removed, or neutralized.

In step 355, memory may be scanned to determine whether
modifications to memory have been or are being attempted.
Such scanning may be conducted below the level of operating
systems in the electronic device. Such memory may include
kernel memory, system data structures, or any other portion of
memory of the electronic device that may be modified by
malware. For example, a list of active threads running on the
electronic device may be modified to hide the presence of a
malicious process. If a modification is detected, then in step
365 it may be determined whether such modifications are
permissible. Whether such modifications are permissible may
be defined by the security rules. For example, the code or data
page of an anti-malware process may be protected against
modification or access by any other process. If the memory
modification is deemed as authorized, then in step 370, the
modification may be allowed. If the memory modification is
determined to be unauthorized and not allowed, then in step
375, the modification may be denied.

In step 370, if an access or modification is allowed, then the
access or modification may be stored for later reference.
Some detections of malware may utilize information regard-
ing past accesses or modifications to determine whether such
past access and a presently detected access together comprise
a malicious access of a resource.

In step 375, if a modification, access, or other operation is
denied, then such an event may be reported to the protection
server in step 380. Such a report may include information
regarding any associated malware or suspicious behavior.
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The steps of method 300 may be repeated as necessary to
protect the electronic device continuously, periodically, or
upon demand.

FIG. 4 is an example embodiment of a firmware-based and
security-rule-based system 400 for protecting of an electronic
device 404 from malware. System 400 may be an example
embodiment of system 100, wherein certain elements of sys-
tem 100 are implemented in firmware. The trapping opera-
tions of system 400 may be conducted below the level of
operating systems of electronic device 404. System 400 may
include one or more below-O/S security agents configured to
trap requests, such as /O commands, for use or access to
resources of the electronic device 404. Such below-O/S secu-
rity agents may be configured to manage the exchange of
input and output data between devices or with the main pro-
cessor of electronic device 404. Such below-O/S security
agents may be embodied in firmware of components, such as
device controllers, of electronic device 404 or in the firmware
of electronic device 404 itself. Such firmware may reside in
non-volatile memory. Such resources of electronic device
404 may include the system resources 106 of FIG. 1 or its
various possible embodiments, or resources coupled to or
embodied by devices in system 400. System 400 may include
one or more below-O/S security agents configured to trap
attempted use of access to the resources of the electronic
device 404, generate a triggered event corresponding to the
attempt, consult security rules regarding the triggered event,
and take corrective action if necessary regarding the attempt.

In one embodiment, the below-O/S security agents of sys-
tem 400 may be embodied only in firmware of components of
electronic device 404, as described below and in the discus-
sions of FIG. 5. In another embodiment, the below-O/S secu-
rity agents of system 400 may be embodied in firmware of
electronic device 404 itself such as main PC firmware 428. In
such an embodiment, main PC firmware 428 may be imple-
mented on a motherboard of electronic device 404. In yet
another embodiment, the below-O/S security agents of sys-
tem 400 may also be embodied in below-O/S agent 450.
Below-O/S agent 450 may be implemented in any suitable
manner for providing triggering of access of resources, or
handling of such triggers, below the level of operating sys-
tems of electronic device 404 such as operating system 412.
For example, below-O/S agent 450 may be an embodiment of
SVMM 216 or SVMM security agent 217 of FIG. 2. Below-
O/S agent 450 may include security rules 422.

Electronic device 404 may include one or more compo-
nents for conducting input and output operations from elec-
tronic device 404. Electronic device 404 may include any
suitable number of such components and types of compo-
nents. Such components may be implemented by devices
with their own processor, memory, and software embedded in
firmware. An example embodiment of such a component may
be the I/O device 502 of FIG. 5.

Electronic device 404 may include, for example, display
424 and storage 426. Each such component 424, 426 may
include firmware 430, 432. Firmware 430, 432 may each
embody the firmware 504 of FIG. 5. As described above, each
such component 424, 426 may include a firmware-based
security agent, such as firmware security agent 440, 442.
Firmware security agents 440, 442 may each partially or fully
embody the firmware security agent 516 of FIG. 5. In one
embodiment, each of firmware security agents 440, 442 may
be implemented in their respective firmware 430, 432. In
another embodiment, each of firmware security agents 440,
442 may be implemented outside of firmware 430, 432 in
each of their respective components 424, 426. Each of such
device firmware security agents 440, 442 may be communi-
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catively coupled to a respective set of security rules 434, 436.
Each such security rules 434, 436 may embody the security
rules 518 of FIG. 5.

Electronic device 404 may include firmware. In one
embodiment, electronic device 404 may include main PC
firmware 428. Main PC firmware 428 may be embodied by a
Basic Input/Output System (“BIOS”). In one embodiment,
main PC firmware 428 may be configured as the BIOS of a
computer. In such cases, main PC firmware 428 may be
configured to initialize the operation of the processor 406 of
the computer. Main PC firmware 428 may be configured to
allow the main processor 406 to communicate with /O
devices such as display 424 and storage 426. In such embodi-
ments, the computer may also contain a programmable 1/O
controller, which may be programmed by the firmware or
BIOS, and communicates with the firmware of the 1/O
devices such as 424 and storage 426.

Main PC firmware 428 may include a below-O/S security
agent. In one embodiment, main PC firmware 428 may
include a PC firmware security agent 444. PC firmware secu-
rity agent 444 may be configured to intercept requests of
system resources 414. To accomplish such functionality, PC
firmware security agent 444 may embody fully or in part the
functionality of the SVMM security agent 217 or SVMM 216
of FIG. 2, and/or firmware security agent 516 of FIG. 5. PC
firmware security agent 444 may embody the functionality of
SVMM security agent 217 or SVMM 216 of FIG. 2 to accom-
plish below-O/S triggering and handling of access to system
resources 414, verification and validation of below-O/S
agents and in-O/S security agents such as in-O/S security
agent 418, and distribution of security rules such as security
rules 420, 422. PC firmware security agent 444 may embody
the functionality of firmware security agent 516 of FIG. 5 to
accomplish below-O/S triggering and handling in firmware,
updating of security rules, and to evaluate IN and OUT com-
mands sent to portions of electronic device 404.

Electronic device 404 may include security rules 438.
Security rules 438 may be an example embodiment of the
security rules 114 of FIG. 1. In one embodiment, security
rules 438 may reside in main PC firmware 428. In another
embodiment, security rules 438 may reside outside main PC
firmware 428, and PC firmware security agent 444 may be
coupled to security rules 438.

The security agents of system 400 may be configured to
work together to prevent malware and its malicious opera-
tions. Attempted access of resources may be trapped, and
subsequent events triggered for handling in firmware security
agents in devices such as display 424 or storage 426, or in
main PC firmware 428. The firmware security agents in such
devices or firmware may be configured to handle the triggered
events or to pass the triggered event to another security agent
for handling. Due to limited execution and update capabili-
ties, some firmware security agents may be limited in han-
dling their own triggered events, and thus it may be advanta-
geous to pass such triggered events to other security agents.
The security agents to which firmware security agents may
pass events may include, for example, in-O/S security agents
such as in-O/S security agent 418, a below-O/S security agent
such as below-O/S security agent 450, or another firmware
security agent such as PC firmware security agent 444. These
other security agents may be configured to receive the trig-
gered event, consult security rules, contextual information, or
permissions, and send back a resulting action to be imple-
mented.

Accordingly, while FIG. 4 illustrates an example number
of elements for conducting below-O/S triggering and han-
dling by firmware-based security agents, more or less ele-
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ments may be used in various embodiments. As more or less
elements are used, the functionality of each element and of
system 400 may change accordingly. In one embodiment, the
security agents of system 400 below the level of the operating
system 412 may be limited to one or more in-O/S security
agents 418 and firmware security agents 440, 442. In such an
example, the firmware security agents 440, 442 may rely
upon protection server 402 for updates to security rules 434,
436. Firmware security agents 440, 442 may rely upon in-O/S
security agent 418 forupdates or handling of triggered events,
but the operation of the in-O/S security agent 418 may be less
secure unless a below-O/S security agent validates in-O/S
security agent. Firmware security agents 440, 442 may pro-
vide triggering based upon firmware security rules 434 estab-
lished at installation, manufacture, or configuration. Such
security rules may be relatively static. In such a case, firm-
ware security agents 440, 442 may be configured to provide
relatively basic event triggering, with little analysis. Such
firmware security agents 440, 442 may nonetheless be useful,
as such triggering is accomplished below the operating sys-
tems of electronic device 404, thus better detecting some
malicious or suspicious operations.

In another embodiment, the security agents of system 400
may include either PC firmware security agent 444 or below-
O/S agent 450, but not both. In such a case, the functionality
of PC firmware security agent 444 may be implemented by
below-O/S agent 450, and vice-versa. Either PC firmware
agent 444 or below-O/S agent 450 may be coupled to protec-
tion server 402 and configured to obtain information such as
security rules 420, 422, 438, 434, 436, and to share such
information with other security agents in system 400. Such
security rules may be tailored to each respective security
agent for the purposes of communication, update, or storage
expense. Either PC firmware agent 444 or below-O/S agent
450 may be configured to receive triggered events from other
security agents such as firmware security agents 440, 442,
apply security rules and other information, and take correc-
tive action such as sending a resulting event to the firmware
security agents 440, 442 or information to protection server
402. Either PC firmware agent 444 or below-O/S agent 450
may be configured to trap attempted accesses of system
resources 414. Either PC firmware agent 444 or below-O/S
agent 450 may be configured to communicate with in-O/S
security agent 418 to determine the context of triggered
events. If more than one in-O/S security agent 418 is present
in system 400, each in-O/S security agent 418 may be con-
figured to perform a designated portion of the trapping, vali-
dating, or other tasks associated with in-O/S security agent
418. Such portions may be defined by below-operating-sys-
tem security agents. For example, one in-O/S security agent
418 may validate or investigate MOV instructions, while
another in-O/S security agent 418 may validate or investigate
JMP instructions.

In yet another embodiment, security agents of system 400
may include both PC firmware security agent 444 and below-
O/S agent 450. Nevertheless in such an embodiment, some or
all of the functionality of PC firmware security agent 444 may
be implemented by below-O/S agent 450, and vice-versa. The
delineation of tasks between PC firmware security agent 444
and below-O/S agent 450 may take into account several fac-
tors. For example, the operation of a security agent within
firmware such as PC firmware security agent 444 may be
more secure than the operation of another below-O/S agent
450. However, updating the security rules and the software of
below-O/S agent 450 may be simpler and faster than in a PC
firmware security agent 444.
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In still yet another embodiment, one or more firmware
security agents 440, 442 may reside on system 400 indepen-
dent of'a PC firmware security agent 444 or a below-operating
system agent 422. In such an example, the firmware security
agents 440, 442 may validate the instance of in-operating
system security agent 418.

Each of firmware security agents 440, 442, 444 may be
configured to reside within firmware logic sufficient to be
able to monitor and control firmware logic for external com-
munication. Firmware security agents 440, 442, 444 may thus
be configured to trap and/or the communication of specific
information or with specific other entities. Firmware security
agents 440, 442, 444 may be configured to determine the
operation request received, as well as the data to be sent or
received. Furthermore, firmware security agents 440, 442,
444 may be configured to control the data to be sent or
received, and may be configured to cause additional opera-
tions on the data, such as encryption, compression, embed-
ding of watermarks, or decoding of watermarks in the data.
Other security agents of system 400 in communication with
firmware security agents 440, 442, 444 may be configured to
embed watermarks in data to be trapped by firmware security
agents 440, 442, 444, or to decode watermarks put into data
by firmware security agents 440, 442, 444.

Communication with a firmware security agent 440, 442 or
PC firmware security agent 444 may be conducted, for
example, through programmable input-output interrupts or
programmable input-output registers. Such interrupts or reg-
isters may be defined and provided by the maker of the firm-
ware or device in which the firmware security agent 440, 442,
444 resides.

One or more of the below-O/S security agents of system
400 may be configured to serve as a main security agent to
coordinate the anti-malware activities of the firmware-based
security agents of electronic device 404. In one embodiment,
PC firmware security agent 444 may be configured as the
main security agent of system 400. In another embodiment,
below-O/S agent 450 may be configured to serve as the main
security agent. The security agent may be configured to
handle triggered events from firmware security agents 440,
442. The main security agent may be configured to validate
the operation of firmware security agents 440, 442, as well as
other security agents such as in-O/S security agent 418. The
main security agent may be configured to notify other secu-
rity agents about whether one of the security agents has
noticed suspicious behavior or detected malware, whether the
system 400 is under a malware attack, or whether an admin-
istrator of system 400 has changed preferences or settings
affecting security. The main security agent may share infor-
mation about the attack with the other security agents of
system 400.

By trapping access to resources of system 400 and/or han-
dling the resulting triggered events below the level of the
operating systems of system 400, system 400 may provide
increased security against malware. Operation of a security
agent in firmware may reduce the opportunity for malware to
affect the operation of the security agent. Trapping operations
in firmware or at the device level may reduce the ability of
malware to spoof or phish elements of system 400 in order to
disguise its operation. For example, no matter what portions
of operating system 412 are compromised by malware, a
request to a component 424, 426 might not be disguised from
the device itself.

FIG. 5 is a more detailed view of an example embodiment
of a firmware-based solution for protecting an electronic
device from malware. A device such as [/O device 502 may be
configured to receive and trap requests for use or access to
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resources of the device. In one embodiment, I/O device 502
may be configured to process such trapped requests to deter-
mine whether the requests indicate a presence of malware. In
another embodiment, /O device 502 may be configured to
pass such a trapped request as a triggered event to another
portion of a system in which I/O device resides. Such another
portion of the system may include a below-O/S security
agent. 1/O device 502 may include firmware 504 and a pro-
cessor 506 coupled to a memory 508, wherein the firmware
504 may include instructions that reside in memory 508 for
execution by processor 506.

1/O device 502 may include any suitable portion of an
electronic device for controlling access to a resource for the
electronic device. In one embodiment, I/O device 502 may
embody some or all of a peripheral for an electronic device.
1/0 device 502 may be embodied by, for example, a display
controller card, computer bus controller, cache device, 1/O
controller device, disk controller, memory device, network
controller, motherboard, or keyboard controller. [/O device
502 may reside in an electronic device. In one embodiment,
1/0 device 502 may be coupled to physical components. Such
physical components may include, as just examples, a dis-
play, a computer bus, memory, I/O controllers, a disk, a net-
work card, or akeyboard. In another embodiment, I/O device
502 may reside separately from the coupled physical compo-
nents. For example, a keyboard controller may be coupled
through a serial interface with a keyboard. In such embodi-
ments, /O device 502 may reside in an electronic device
while such physical components may be communicatively
coupled to the electronic device but reside outside the elec-
tronic device.

Firmware 504 may be configured to control the operation
of I/O device 502. Firmware 504 may include a below-O/S
security agent 516 configured to trap requests for resources,
operate below the level of operating systems in I/O device 502
or in systems in which 1/O device 502 resides. Below-O/S
security agent 516 may be configured to handle events result-
ing from the trapped requests to determine whether to allow,
deny, or otherwise handle the request, in order to protect I/O
device 502 or systems in which /O device 502 resides from
malware. In one embodiment, firmware 504 may include a
firmware security agent 516. Firmware security agent 516
may incorporate some or all of the functionality of SVMM
216 or SVMM security agent 217 of FIG. 2, but is embodied
in firmware 504. In such a case, the functionality of SVMM
216 or SVMM security agent 217, such as trapping access to
resources and/or handling the trapped request, may be con-
ducted by firmware security agent 516. In one embodiment,
firmware security agent 516 may be configured to reside in
firmware 504.

Firmware 504 may include I/O commands 510, a data
transmission engine 512, and programming logic 514. I/O
commands 510 may include instructions for sending or
receiving information to the device. Such commands may
include variations of IN or OUT commands. The execution of
1/0 commands 510 may be operable to perform the desired
actions of the device. Requests received by the device may be
translated into I/O commands. Trapping or triggering upon
particular requests for resources may be accomplished by
trapping or triggering upon the associated /O commands
510. Data transmission engine 512 may be configured to
handle the communication of requests to the device, and
subsequent responses. Data transmission engine 512 may be
coupled to the processor 506 and to a programmable /O
controller over an I/O bus, over which I/O commands 510 and
data are exchanged. Programmable logic 514 may be config-
ured to provide instructions for firmware 504 to operate I/O
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commands 510 and data transmission engine 512. The pro-
gramming logic 514 may be loaded into a processor such as
processor 506.

Firmware security agent 516 may be configured to modify
the operation of programming logic 514 to detect attempted
malicious operations. Firmware security agent 516 may also
be configured to monitor the communication of requests to
the deviceto intercept requests of /O device 502 through data
transmission engine 512 and to determine whether such
requests are malicious. Firmware security agent 516 may
include a control structure in which flags may be set corre-
sponding to operations that are to be trapped. In one embodi-
ment, flags may be set in the structure according to memory
address of commands which are to be trapped. Firmware
security agent 516 may be configured to set flags for the
interception of requests to I/O device 502. Such flags may
correspond to, for example, specific commands of I/O com-
mands 510 or such specific commands in combination with
specific parameters. Such flags may be configured to intercept
particular requests or categories of requests. Upon the trig-
gering of a particular flag corresponding to a trapped
attempted operation of an I/O command 510, firmware secu-
rity agent 516 may be configured to process the event and take
a resulting action, pass resulting information to another secu-
rity agent through the data transmission engine 512, or pass
the triggered event through data transmission engine 512.

1/0 device 502 may also include security rules 518. Secu-
rity rules 518 may implement some or all of security rules 222
of FIG. 2. Security rules 518 may be implemented in memory
508. In one embodiment, security rules 518 may reside out-
side of firmware 504. In another embodiment, security rules
518 may reside inside of firmware 504. Firmware security
agent 516 may be communicatively coupled to security rules
518 and configured to access security rules 518 to determine
what flags to set in firmware 504 to trap particular requests or
categories of requests made to I/O device 502 for access to its
resources. For example, firmware security agent 516 may be
configured to access security rules 518 to determine whether
a triggered event is malicious or not. In one embodiment,
security rules 518 may contain instructions for firmware
security agent 516 to process the triggered event. Firmware
security agent 516 may be configured to use such instructions
to determine whether to allow or deny the request, or to take
another corrective action. In another embodiment, firmware
security agent 516 may be configured to use such instructions
to determine whether to report the request to another security
agent. Such corrective actions may also include waiting for a
response from the other security agent, which may contain
instructions on whether to allow or deny the request.

In some embodiments, firmware security agent 516 may
reside in firmware 504, which may make it relatively difficult
to update firmware security agent 516. In addition, the ever-
changing nature of malware attacks may require anti-mal-
ware solutions to be flexible. Consequently, firmware security
agent 516 may use any suitable mechanism for receiving
information for determining what requests to I/O device to
trap, and what subsequent actions to take.

In one such embodiment, such a mechanism may include
accessing security rules 518 as described above. Firmware
security agent 516 may be configured to receive new and
updated security rules 518 from other security agents or pro-
tection servers. To achieve flexibility, firmware security agent
516 may be configured to store security rules 518 in memory
508 separate from firmware 504, if—for example—storage of
such rules in firmware 504 would make updating security
rules 518 difficult.
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In another such embodiment, firmware security agent 516
may be configured to update security rules 518 upon an
update or flash of firmware. In such an embodiment, the
flexibility of updating the requests to be trapped may be
limited. Consequently, security rules 518 may be directed to
very specific, protected resources. For example, security rules
518 of a disk device may include instructions to trap all write
requests to the boot sector of the device. In some cases, where
communication with other security agents is inexpensive,
security rules 518 may include instructions to trap a wide
variety of requests, wherein processing may be largely off-
loaded to other security agents.

In yet another such embodiment, firmware security agent
516 may be configured to receive instructions from other
security agents. In one case such instructions may take the
form of parameters to function calls of the firmware 504 or
firmware security agent 516. For example, another security
agent may call a function of firmware security agent 516
named “UpdateRule(trigger, action)” wherein a request to
trap for is detailed in trigger and a subsequent action to take is
detailed in action. Firmware security agent 516 may thus
update security rules 518 by receiving instructions concern-
ing updates to security rules. In another case, another security
agent may write updates for security rules 518 to a reserved
memory space of device 502 which may be subsequently
accessed by firmware security agent 516. The instructions to
be received from other security agents may also direct firm-
ware security agent 516 to use specific sets of security rules
518. For example, during a time-critical operation firmware
security agent 516 may be configured by such instructions to
use a minimal, core set of security rules 518. If I/O device 502
is a disk device, such a minimal, core set of rules may include
instructions to trap access to the boot sector of the disk. In
another example, if time-critical operations are not being
presently conducted, firmware security agent 516 may be
configured by such instructions to employ rules from security
rules 518 to trap a much broader range of access attempts and
to send corresponding events to other security agents for
handling.

Firmware security agent 516 may be configured to control
I/O commands 510, scan content or data received or to be
sent, and apply access control over the commands and con-
tent. Firmware security agent 516 may be implemented as an
extension of existing device firmware.

The implementation of firmware security agents 516 may
depend upon the type of device 502. For example, display
devices and disk devices may trigger on different kinds of
content or attempted commands. The creation of firmware
security agents 516 in various devices may be tailored to the
specific kind of interface with the device. For example, if
device 502 is configured to communicate through a Serial
Advanced Technology Attachment (“SATA”) bus, it may be
equipped with firmware security agents 516 similar to other
devices communicating through SATA busses. Firmware
security agent 516 may be customized to support the archi-
tecture of device 502, support an external bus I/O of device
502, or other interfaces of device 502.

Firmware security agent 516 may be configured to trap
attempted access of resources in device 502 by intercepting
particular read and write commands, which may make up part
of a request of a resource. A read or write command may be
intercepted, evaluated, and blocked or allowed based on a rule
such as one in security rules 518. Security rules 518 for a
firmware security agent 516 may include any suitable rules
for detecting evidence of malware. Such a read and write
command may be the result of, for example, a function call to
a driver or an interrupt.
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For example, security rules 518 may include rules for firm-
ware security agent 516 to scan data to be written to the
device. The content of the data, or a hash of the data, may be
evaluated to determine whether the data corresponds to mal-
ware data or code. Such evaluations may be made by com-
paring the content against data or signatures in a whitelist or
blacklist. Successive writes may have to be evaluated together
to properly evaluate the full scope of the data or content to be
written, in order to correctly identify the contents or data as
malware or not. For example, a file may be written to in
repeated successive calls to device 502. The data to be written
may be queued such that a proper scan of the contents of the
write command may be evaluated.

In another example, security rules 518 may include rules
for firmware security agent 516 to scan existing data in the
device. The device 502 may contain content received from
outside the system such as in a network card. The contents of
the received information, as it resides with the device 502,
may be scanned for evidence of malware. Firmware security
agent 516 may make evaluations by comparing the content
against data or signatures in a whitelist or blacklist.

In yet another example, security rules 518 may include
rules for firmware security agent 516 to evaluate a command
based upon time or permissions. A device 502 such as a
network device or disk may be protected from reads or writes
during times when no legitimate activity should be con-
ducted. For example, certain malware may attack disk drives
during boot. Thus, firmware security agent 516 may prevent
any writes to the device during the time that the disk is being
booted. Similarly, permissions may be set by an administrator
of'the system in which device 502 resides about when or how
devices or systems can be used. For example, an administra-
tor of the system in which device 502 resides may set a device
to be unusable outside of business hours. A network device on
the system may have no legitimate purpose to transport activ-
ity outside of business hours, and thus based on the permis-
sions in security rules 518, reads and writes of the network
device may be blocked by firmware security agent 516. Such
use may block, for example, deliberate activity by an actual
user of the device, or by malware using the network device to
conduct a denial-of-service attack.

In still yet another example, security rules 518 may include
rules for firmware security agent 516 to evaluate a command
based upon parameters used with the I/O commands. Such
parameters may include, for example, the address to which a
write command will write. Security rules 518 may include a
rule indicating that a particular portion of a disk device is
read-only. Thus, firmware security agent 516 may examine
the parameters associated with an OUT command for writing
data to the disk to determine the address to which the data will
be written, and block the command if the attempted write is to
a portion of disk that is write-protected by a rule in security
rules 518. Firmware security agent 516 may consider such a
parameter in conjunction with other bases such as content or
the entity which originated the call. For example, scanning
the content of data to be written may be expensive, and
accordingly a security rule 518 may configure firmware secu-
rity agent 516 to scan data to be written only if data is to be
written to certain ranges of addresses. In another example,
security rules such as security rule 518 may only allow certain
calling entities to write or read from certain portions of the
disk device. Thus, firmware security agent 516 may trap the
attempted write or read and not allow the attempt until the
identity of the calling entity may be securely determined.
Such a determination may be made by evaluating information
in the parameters used to call the device function, as some
such functions may identify the calling device driver or appli-
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cation. In such a case, firmware security agent 516 may take
any appropriate steps to determine the validity of the call. In
one embodiment, firmware security agent 516 may consult a
whitelist or blacklist in security rules 518 to determine
whether the calling entity is authorized to make such a call. In
another embodiment, firmware security agent 516 may com-
municate with other security agents in the system containing
device 502 to determine whether the calling application or
device driver is valid. Such other security agents may have
validated the operation of the calling application or device
driver, or may communicate with in-O/S security agents that
may have verified such operations. In yet another example,
the existing driver calls to a device such as device 502 may not
identify the calling entity. Accordingly, no parameters may be
available. In such an example, firmware security agent 516
may be configured to pass the triggered event or otherwise
consult with other security agents in the system to determine
the context of the call which resulted in the attempted access.
Such other security agents may be able to provide suitable
context for the call to determine whether an authorized entity
made the attempt.

In a further example, security rules 518 may include rules
for firmware security agent 516 to evaluate a command based
on information from the environment in which device 502
resides. Other security agents in the system may have
detected a malware infection that is difficult to remove, or
may require direct intervention from an administrator to
clean. The other security agents in the system may have
observed suspicious behavior, and the nature of the behavior
has not yet been completely analyzed. In such a case, firm-
ware security agent 516 may receive notification of such an
existing threat from the other security agents. Security rules
518 may thus dictate preventative actions for firmware secu-
rity agent 516 depending upon the type of infection. For
example, firmware security agent 516 in a keyboard device
may receive notification that evidence of a particular type of
malware known for keylogging has been detected but cannot
yet be removed. Security rules 518 may thus dictate that
firmware security agent 516 disallow all reads and writes
from the keyboard device to prevent a compromise of the
information being communicated with the keyboard.

Firmware security agents 516 may protect the /O of dif-
ferent types of devices in different ways. For example, a
firmware security agent 516 of a display device may shut
down portions of the display, depending upon the malware
threat. Firmware security agent 516 may block the display of
certain patterns, causing a watermark to be produced on the
screen. Firmware security agent 516 may trap the attempted
display of a particular pattern. Firmware security agent 516
may intercept attempted reads of information from the device
in order to prevent screen-captures.

In another example, a firmware security agent 516 for a
keyboard device may optionally encode or decode its results
in communication with the rest of the system. Such encryp-
tion may be set by the firmware security agent 516 upon
notification that a malware threat such as a keylogger is
present.

In yet another example, a firmware security agent 516 for a
network device may trap based upon source Internet Protocol
(“IP”) address, source port number, data to be sent or
received, destination IP address, or destination port number.
Once such an attempt to use the network device is trapped,
firmware security agent 516 may scan the data payload of
packets to be sent or received for evidence of malware. In one
embodiment, such data payloads may be sent to another secu-
rity agent or a protection server, wherein the contents may be
scanned for evidence of malware. The contents of the data
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payload may be encrypted such that a packet sniffer may not
successfully intercept the contents. Attempted operations on
the network device may be trapped due to security risks
associated with communicating with unsafe network destina-
tions, wherein network communication with a malicious des-
tination may compromise the security of the system in which
device 502 resides. Attempted operations may be trapped due
to the sensitive nature of particular sets of data, such as a
banking website. In such a case, upon receipt of data from
such a website, the data may be encrypted by firmware secu-
rity agent 516 before being passed to another security agent or
to the calling entity. Such encryption may prevent a packet
sniffer or filter in the system of device 502 from successfully
intercepting the information.

The specific /O commands 510 to be trapped may depend
on the specific device and the operations of that device. Thus,
the maker of device 502 may decide how to configure the
operation of a firmware security agent 516 for a particular
device 502. The maker of device 502 may decide how much
to expose the functionality of device 502 to other security
agents. For example, device 502 may be configured to require
validation with other security agents before handing off trig-
gered events to such security agents.

In operation, one or more below-O/S security agents may
be running in the firmware of system 400 or of the compo-
nents of system 400. Firmware security agent 440 may be
operating in display 424, firmware security agent 442 may be
operating in storage 426, and PC firmware security agent 444
may be operating in main PC firmware 408. Below-O/S agent
450 and in-O/S agent 412 may be operating in system 400.
Each security agent may communicate with one or more other
security agents in system 400. Each such security agent may
validate the instance of another security agent before accept-
ing communication. Protection server 402 may communicate
with one or more of the security agents after validating the
security agent.

PC firmware security agent 444 or below-0O/S agent may be
designated as a main security agent. The main security agent
may communicate with protection server 402 to determine
security rules. The main security agent may store the security
rules locally to the main security agent. The main security
agent may distribute security rules to each of the security
agents, wherein the security rules may be stored locally to the
security agent. The security rules may be customized for the
type, make, or model of the device to reduce the expense of a
large set of security rules.

Upon receipt of security rules such as rules 434, a device
such as display 424 may set flags in a control structure within
the device firmware 430 corresponding to operations of the
device that are to be trapped. Similar tasks may be performed
by storage 426.

An application 410 or driver 411 may try to access a device
such as display 424 or storage 426. Application or driver 411
may make such an attempt by calling the kernel of operating
system 412, which in turn may call operating system device
drivers, which in turn may send the request to the component
424, 426.

The request may arrive at a device such as storage 426.
Firmware security agent 442 running on the device may filter
such a request through monitoring data transmission engine
412 of the storage 426 with a control structure. The request
may take the form of an I/O command 510 made available by
the storage 426. If the request matches any flags that have
been set by firmware security agent 442, the request may be
trapped and a resulting event may be triggered. Firmware
security agent 442 may consult security rules 436 to deter-
mine how to handle the triggered event.
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In one embodiment, the triggered event may be handled by
firmware security agent 442, and based upon the information
available such as associated data, the command, contextual
information, time, or environmental information, corrective
action many be taken. Such corrective action may include
allowing or denying the request, removing malicious code or
data, or encrypting data to be transferred. Other corrective
action may include sending information to be passed to pro-
tection server 402 concerning the trapped event. Firmware
security agent 442 may inform other security agents about the
status of the trapped event, so that other such agents may also
take corrective action after consulting their respective secu-
rity rules. For example, if firmware security agent 442 detects
a malware attack of unknown origin, firmware security agent
440 may lock out additional access to the display 424.

In another embodiment, the triggered event may be trans-
ferred to another security agent for handling, such as in-O/S
security agent 418, PC firmware security agent 444, or below-
O/S agent 450. The receiving security agent, for example, PC
firmware security agent, 444, may handle the triggered event
by consulting security rules 438. Based upon the information
available such as the data, command, contextual information,
time, or environmental information, the request represented
by the triggered event may be allowed or denied by PC firm-
ware security agent 444. PC firmware security agent 444 may
communicate with in-O/S security agent 418 to determine
contextual information concerning the attempted access of
resources. PC firmware security agent 444 may communicate
with protection server 402 for additional information on how
to handle the triggered event. PC firmware security agent 444
may send instructions for resulting action back to the origi-
nating firmware security agent 442. PC firmware security
agent 444 may send information concerning the triggered
event to protection server 402 to be analyzed or recorded.
Such analysis or recording may be conducted when the mali-
cious nature of a triggered event is unknown. PC firmware
security agent 444 may notify the security agents of system
400 that a particular kind of malware has been detected, a kind
of suspicious activity has been detected, or that the system
400 is under a malware attack.

Upon receipt of information from PC firmware security
agent 444, firmware security agent 440 may take corrective
action. Such action may include allowing or denying the
attempted access, encrypting data to be transterred, or remov-
ing malicious code or data.

FIG. 6 is an example embodiment of a method 600 for
firmware-based configurable protection for an electronic
device from malware. In step 605, the identity and security of
abelow-O/S security agent, in-O/S security agent, protection
server, and firmware security agent may be authenticated.
Such authentication may be done through any suitable
method, including by locating and verifying the images of
each located in memory, cryptographic hashing, or secret
keys. Until step 605 is completed, operation of other steps
may be withheld.

In step 610, a protection server may be accessed to deter-
mine security rules. Such security rules may be used to make
decisions in the following steps. In step 615, the firmware
security agent may be instructed to trap access to system
resources. Such access may arise from applications, drivers,
or operating systems running on the electronic device. The
firmware security agent may be instructed as to what system
resources of the electronic device are to be monitored. The
firmware security agent may also be instructed as to what
operations on the monitored system resources are to be
trapped. For example, read and write commands to a device
on which the firmware security agent is running may be

10

15

20

25

30

35

40

45

50

55

60

65

32

identified to be trapped. In step 620, flags corresponding to
such operations to be trapped may be set in a control structure.
Such trapped operations may generate a triggered event.

The electronic device may operate and be protected by one
or more of the trapping of access of system resources in steps
630-675, or scanning data for the presence of malware in
steps 680-685. FEach of trapping the access of system
resources and scanning data for the presence of malware may
be conducted in parallel. Further, each of these may be
repeated as necessary to protect the operation of the elec-
tronic device.

In step 630, the access of a system resource such as system
memory, registers, or [/O devices may be trapped. Such trap-
ping may be conducted below the level of operating systems
running on the electronic device. Such trapping may be con-
ducted within firmware. In step 632, a resulting triggered
event may be generated associated with the trapped attempt,
as well as any associated information. In step 635, it may be
determined whether the triggered event should be presently
handled or passed to another security agent for handling.
Such a determination may be made by accessing one or more
security rules. If the triggered event should be presently
handled, then in step 640 the security rules may be accessed
to determine what actions to take based on the trapped event
and other information, such as associated data, the command,
contextual information, time, or environmental information.
For example, the data to be written or read may be scanned for
sensitive or malicious content; the calling entity may be iden-
tified to see if the entity has permission; the parameters used
to call the command may be examined; or alerts about mal-
ware in the system from other security agents may be refer-
enced.

In step 642 it may be determined whether the attempted
access was suspicious or not. [f accessing the security rules in
combination with information associated with the attempted
access yields a determination that the attempted access is not
suspicious, then in step 645 the attempt may be allowed. Ifit
is determined that such an attempt is suspicious, then in step
647 corrective action may be taken. Such corrective action
may include removing malicious content from data, inform-
ing a protection server or other security agents about the
presence of a malicious attempt, disallowing the attempted
access, or encrypting data to be transferred. If the attempt is
not suspicious, then in step 650 the triggered event may be
allowed.

In step 655, if it is determined that another security agent is
to handle the triggered event, the triggered event is passed to
another security agent for handling. In step 670, a response
from the security agent may be received indicating appropri-
ate action to be taken. In step 675, such action may be taken,
such as corrective action or allowing the operation of the
triggered event.

In step 680, memory of a device may be scanned for the
presence of malware. Such memory may contain contents
that have arrived from another entity, such as another network
card or the results of a previously executed file read. If the
contents of the memory are known to be malicious, suspi-
cious, or unknown, then in step 685, the contents of the
memory may be removed.

In step 690, if an attempted access was denied, or if suspi-
cious contents were found, then such an event may be
reported to another security agent or a protection server. Such
a report may include information regarding any associated
malware or suspicious behavior.

The steps of method 600 may be repeated as necessary to
protect the electronic device continuously, periodically, or
upon demand.
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FIG. 7 is an example embodiment of a microcode-based
system 700 for protection of an electronic device 204 against
malware. System 700 may be an example embodiment of
system 100, implementing certain elements of system 100 in
a microcode. The trapping operations of system 700 may be
conducted below the operating systems of electronic device
701. System 700 may include one or more below-0O/S secu-
rity agents configured to trap attempted use of access to the
resources of the electronic device 204, generate a triggered
event corresponding to the attempt, consult security rules
regarding the triggered event, and take corrective action if
necessary regarding the attempt. Such below-O/S security
agents may be configured to intercept information generated
from resources of the electronic device 701, generate a trig-
gered event corresponding to the generation, consult security
rules regarding the triggered event, and take corrective action
if necessary regarding the attempt. One or more of such
below-O/S security agents may be implemented fully or in
part in a processor of system 700. The below-O/S security
agents may be implemented fully or in part in microcode
(“uC”) of such a processor. The system resources 724 of
electronic device 701 that may be protected by system 700
may include, for example, resources similar to the system
resources 224 of FIG. 2, physical memory 714, processor
flags 716, exceptions 718, registers 720, or interrupts 722.

System 700 may include a microcode-based below-O/S
security agent such as microcode security agent 708. Micro-
code security agent 708 may reside within the microcode 708
of a processor such as processor 704. In one embodiment,
microcode security agent 708 may be configured to trap
attempted access of system resources 724 made by portions
of system 700 such as application 710, driver 711, or operat-
ing system 713. Microcode security agent 708 may be con-
figured to create a triggered event based on such an attempted
access of system resources 724. For example, operating sys-
tem 713 may attempt to launch a program by attempting to
execute a segment of code in an address in physical memory
714. In another example, operating system 713 may attempt
to read or write an address in physical memory 714. Although
physical memory 714 is shown, microcode security agent
may be configured to trap an attempt to access virtual
memory. In another embodiment, microcode security agent
708 may be configured to trap attempted communication of
information from other portions of processor 702, such as
microcode modules 710. Microcode modules 710 may
include other portions of processor 702 configured to conduct
the operation of processor 702 to execute instructions. Such
attempted communication of information may include the
results of operations from system resources 724. For
example, during the processing of code, and divide-by-zero
operation may be intercepted by a microcode module 710 and
may attempt to generate and communicate an exception 718.

Microcode 706 may include hardware-level instructions
for carrying out higher-level instructions received from ele-
ments of system 700 such as operating system 713. Micro-
code 706 may translate such higher-level instructions into
circuit-level instructions to be executed by processor 702.
Microcode 706 may be specific to the electronic circuitry or
type of processor embodied by processor 702. Microcode 706
may be configured with the specific contents of microcode
706 upon the creation of processor 702. The ability to update
or reprogram microcode 706 on processor 702 may be lim-
ited. Microcode 706 may reside in an internal processor
memory 704. Internal processor memory 704 may be a high-
speed memory separate from the system memory of system
700, such as memory 703. In one embodiment, internal pro-
cessor memory 704 may be read-only-memory. In another
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embodiment, microcode 706 may reside in a programmable
logic array included in internal processor memory 704. In yet
another embodiment, internal processor memory 704 may
include or be implemented as a memory store or a control
store. In such an embodiment, internal processor memory 704
may be implemented partially or in full by static-random-
access-memory or flash memory. In such an embodiment,
microcode 706 may be configured to be loaded into the
memory store from some other storage medium, such as
memory 703, as part of the initialization of the processor 702,
and may be configured to be updated, reinstalled, or receive
new information such as security rules or machine instruc-
tions through data written to the memory store.

Microcode security agent 708 may be configured to access
security rules 707 to determine what operations, commands,
communications, or other actions to trap. Security rules 707
may reside within microcode 706, or another suitable portion
of processor 702 or system 700. Security rules 707 may be
implemented by functional calls from entities outside proces-
sor 702, such as other security agents making calls to micro-
code security agent 708 and passing information through
parameters. Microcode security agent 708 may be communi-
catively coupled to security rules 707. In one example, a
security rule 707 may have logic such as:

If address (x) is executed by code in virtual memory range
(X1—+X2) or physical memory range (Y1—=Y2), then
generate a triggered event to below-O/S agent for han-
dling;

If address (x) is executed by code in physical memory
range (Z1—72), then skip instruction;

If A, B, and C; then memory range (Y1—Y2) may access
memory range (X1—X2); and

Only code from memory ranges (Y1—=Y2) and (T1—=T2)
may write to (Z1-—72).

Microcode 706 may include a state machine to understand
the context of instructions that have been received. Such
information may be needed to carry out certain security rules
707 which, for example, evaluate successive operations
within the context of each other. Such information may be
passed with a triggered event.

One or more of the below-O/S security agents of system
700 may also be embodied in below-O/S agent 712. Below-
O/S agent 712 may be implemented in any suitable manner
for providing triggering of access of resources, or handling of
such triggers, below the level of operating systems of elec-
tronic device 701 such as operating system 713. Below-O/S
agent 712 may embody some or all of the functionality of
SVMM 216 or SVMM security agent 217 of FIG. 2; firmware
security agent 440, 442 or PC firmware security agent 444 of
FIG. 4; or firmware security agent 516 of FIG. 5. Below-O/S
agent 712 may be communicatively coupled to security rules
723.

In one embodiment, one or more of the below-O/S security
agents of system 700 such as below-O/S agent 712 may be
configured to handle triggered events generated by micro-
code-based security agents such as microcode security agent
708. Below-O/S agent 712 may be configured to also trap
access to resources or handle triggered events in a similar
fashion as below-O/S agents in FIGS. 1-2 and 4-5. Below-
O/S agent 712 and microcode security agent 708 may be
communicatively coupled. Microcode security agent 708
may be configured to send triggered events to below-O/S
agent 712. Below-O/S agent 712 may be communicatively
coupled to other security agents such as in-O/S security agent
719, and may be communicatively coupled to protection
server 202. Below-O/S agent 712 may be configured to
receive contextual information from other security agents
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such as in-O/S security agent 719. Such information may
provide information about the entity which generated an
attempted access to system resources 724. If more than one
in-O/S security agent 719 is present in system 700, each
in-O/S security agent 719 may be configured to perform a
designated portion of the trapping, validating, or other tasks
associated with in-O/S security agent 719. Such portions may
be defined by below-operating-system security agents. For
example, one in-O/S security agent 719 may validate or inves-
tigate MOV instructions, while another in-O/S security agent
719 may validate or investigate JMP instructions.

Below-O/S agent 712 may also be configured to receive
security rules or just-in-time information from protection
server 202. Furthermore, below-O/S agent 712 may be con-
figured to consult security rules such as security rules 723,
any received contextual information from other security
agents such as in-O/S security agent 719, or protection server
202 in order to determine how to handle a received triggered
event from microcode security agent 708.

In particular embodiments, below-O/S agent 712 may con-
tain a behavioral state machine, to understand the context of
operations encountered in system 700. Below-O/S agent 712
may then be configured to determine an appropriate action to
be executed by microcode security agent 708 based upon the
context. Such action may include a corrective action, allow-
ing an operation, denying an operation, or taking other steps
in furtherance of the requirements of a security rule. Micro-
code security agent 708 may be configured to take such
actions as received from below-O/S agent 712.

Below-O/S agent 712 may be also be configured to deter-
mine an appropriate action to be executed by another security
agent, such as in-O/S security agent 719. For example, if a
triggered event from microcode security agent 708 indicates
a particular kind of malware threat, or a threat to a particular
portion of the kernel or user mode of electronic device 701,
below-O/S agent 712 may be configured to instruct in-O/S
security agent 719 to take a corrective action. Thus, below-
O/S agent 712 may control in-O/S security agent 719.

Below-O/S agent 712 may be configured to validate the
instance of microcode security agent 708, and vice-versa.
Below-O/S agent 712 may be configured to communicate
with microcode security agent 708 to share or set security
rules such as those from security rules 723 to be implemented
in security rules 707, status information regarding system
700, administrator or environmental settings and preferences,
or other suitable information for microcode security agent
708 to trap operations, generate triggers, and handle such
triggers or send them to other security agents.

Below-O/S agent 712 may be configured to communicate
such information to microcode security agent 708 through
any suitable mechanism. Below-O/S agent 712 may call func-
tions of the processor 702, microcode 706, or microcode
security agent 708, and pass information as parameters to the
functions. Such functions may be created specifically to pass
such changes to microcode security agent 708. For example,
to ban the access of a range of physical memory “A” from any
entity operating from the memory from another range of
physical memory “B,” a function such as “Bar_Memory(A,
B)” could be used. Microcode security agent 708, as a result
of'this function being called, may be configured to set param-
eters within microcode 706. Calling such microcode instruc-
tions may be privileged, such that microcode security agent
708 may be configured to validate below-O/S agent 712
before calling such microcode instructions on behalf of
below-O/S agent 712. In another example, below-O/S agent
712 or microcode security agent 708 may communicate such
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information by writing data to a memory store, control store,
or other writeable portions of processor 702 or microcode
706.

Processor 702 may have limited resources for microcode
security agent 708 to fully implement all necessary trapping
and handling to protect system 700 from malware. In one
embodiment, microcode security agent 708 may be config-
ured to implement only trapping of actions to be conducted by
processor 702, and may offload triggers associated with such
trapping to other security agents or components of system
700 for subsequent handling. Microcode security agent 708
may take subsequent action, such as allowing or disallowing
arequest or communication, or may take other action such as
reporting information. In another embodiment, microcode
security agent 708 may be configured to implement handling
of a small portion of triggered events. Suitable triggered
events for such handling may include those not requiring
significant contextual information. For example microcode
security agent 708 may receive information through security
rules 707 that a particular range of memory addresses is to be
protected from all reads and writes, unless an instance of
below-O/S agent 712 has been validated. Such a security rule
may be implemented because the contents are quite sensitive,
and without the operational assistance of below-O/S agent
712, the identity of the entity accessing the memory contents
cannot be identified. Thus, after validating the instance and
operation of below-O/S agent, microcode security agent 708
may setabit indicating such validation. If an attempted access
of the memory is triggered, and the bit has not yet been set,
then microcode security agent 708 may be configured to
disallow the reading, writing, or execution of the contents of
the memory range. If the bit has been set, then microcode
security agent 708 may be configured to then trap the
attempted access to the memory range, generate a triggered
event to be sent to below-O/S agent 712, which would evalu-
ate from contextual information and other settings whether
the calling entity was allowed to access the memory range.
Below-O/S agent 712 may then send a resulting action back to
microcode security agent 708, perhaps indicating whether to
allow or deny the access.

A triggered event may include any suitable information
that may be used for identification of the source, method, or
destination of the attempted action. The triggered event may
be used by microcode security agent 708 or below-O/S secu-
rity agent 712 to apply security rules. The triggered event may
be generated by microcode security agent 708. For example,
the triggered event may detail precisely what resource was
accessed, what instruction was called, what instruction oper-
ands were used, from what memory address the attempt or
instruction came from (i.e. the source memory), into what
memory the operation’s result was to be stored in (i.e. the
target memory) or what memory will be affected, or any other
information leading to identification of the source, method, or
destination of the attempted action. Microcode security agent
708 may also be configured to include information regarding
processor 702 such as processor states of active, sleep, idle,
halt, and reset; interprocessor communications; and power
consumption.

Another security agent such as below-O/S agent 712 may
be configured to use such information in a triggered event to
determine the scope of the event when applying a security
rule 722. Below-O/S agent 712 may have access to additional
clues such as information about the entities operating in oper-
ating system 713, new information in protection server 202,
malware or other threats detected by other security agents,
administrator settings, etc. For example, given a trapped
request originating from a particular address in physical



US 9,317,690 B2

37

memory, below-O/S agent 712 may be able to determine the
thread, process or application associated with the particular
address. Then, below-O/S agent 712 may be configured to
determine whether such an entity is authorized to take the
action in question. Below-O/S agent 712 may be configured
to determine the identity of the entity. Below-O/S agent 712
may be configured to classify the entity as known to be safe
(e.g., by consulting a whitelist), known to be malicious (e.g.,
by observing behavior or consulting a blacklist of known
malware), or unknown. Below-0O/S agent 712 may be config-
ured to report information about unknown and malicious
entities to protection server 202.

Microcode security agent 708 may have access—for trap-
ping purposes—to certain processor 702 resources and other
system resources 724 that may be unavailable to other secu-
rity agents. In one embodiment, implementation of micro-
code security agent 708 within the microcode 706 may avoid
limitations created by limited exposure of such resources to
calling entities outside ofthe processor. For example, a virtual
machine monitor may be limited to trapping operations on
resources which have been exposed by processor 702 for
virtualization purposes. Take as a further example the ability
to trap an attempted read, write, or execute upon memory. A
virtual-machine-monitor-based security agent may only have
access to memory as it is available to be virtualized, and, as a
consequence, may only be able to trace attempted read, write,
or execution attempts to a memory page. In contrast, micro-
code security agent 708 may be able to intercept and handle a
read, write, or execute request to a specific physical memory
address, and evaluate the request based upon security rules
707. The smaller granularity may provide greater flexibility
in providing security solutions in system 700. The instruc-
tion-level awareness of what instruction was used in context
with a specific physical memory address informs system 700
of which entity called what resource, and not merely that a
memory page was accessed. This flexibility may be very
valuable. For example, microcode security agent 708 may
monitor two adjacent memory addresses for read, write, or
execute attempts, but may be directed by security rules 707 to
take completely different actions based upon which ofthe two
memory addresses were accessed. With a view only into the
memory page on which an attempt is made, such a distinction
in rules may fail to be applied. In another example, other
methods by hypervisors for monitoring and setting debug
registers did not have the context of the instructions which
were used to access the debug registers, as does system 700.
In addition, some other entities for setting or watching such
debug registers do not run below the level of the operating
system, making them more prone to malware. Finally, some
other entities for setting or watching such debug registers are
not directed towards security, and are not capable of accessing
security rules, evaluating the access, and taking a corrective
action.

Corrective actions to be taken by microcode security agent
708 may include any suitable action determined by security
rules 707 or received from below-O/S agent 712. Commands
or instructions may be allowed or denied. Information gener-
ated from microcode modules 710 may be allowed or sup-
pressed. Any such commands, instruction, or information
may be modified.

Microcode security agent 708 may be configured to trap
the generation of interrupts. The interrupts may be trapped by
trapping, for example, an execution of an “INT” instruction,
followed by reading relevant registers known to host infor-
mation associated with an interrupt. For example, general
purpose registers may be read to learn the code identifier of
the interrupt, as well as the parameters used to call it. For
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example, interrupt 13 may be a disk interrupt, and a known set
of registers may identify the interrupt as a read or write, as
well as relevant sectors and locations of data.

Microcode security agent 708 may be configured to trap
values being written to input and output ports of processor
702. Microcode security agent 708 may be configured to trap
values being written to input and output devices by processor
702. Microcode security agent 708 may be configured to trap
on instructions for making such writes or reads.

Microcode security agent 708 may also be configured to
trap certain operations of an arithmetic logic unit (“ALU”) of
processor 702. A series of operations on the processor corre-
sponding to the steps of a protected hashing algorithm may be
trapped to determine unauthorized access of the function.
Some arithmetic operations are used by malware to disguise
or morph themselves. Certain arithmetic instructions, bitwise
instructions, or MOV instructions are all instructions that
might cause a change in the content of a memory page or
address range. By trapping such instructions, changes to a
code section or data section may be recorded. If subsequent
analysis shows that the code section or data section was
modified as part of self-modifying malware, then the trapped
and recorded instructions may be used to track the encryption
algorithm used by the malware. For example, it may be deter-
mined that the malware uses an XOR function with a particu-
lar key to morph itself. Such information may yield better
security rules for detecting self-modifying malware. Further,
by keeping track of memory modifications, repair logic may
be achieved by reversing the application of the instructions.

In addition, microcode security agent 708 may be config-
ured to conduct digital-rights-management operations. For
example, microcode security agent 708 may be configured to
receive a security rule 707 indicating that authorization to run
aparticular program is required. The particular program may
be located at a specific address in memory. Such an authori-
zation may take the form of the microcode security agent 708
receiving, for example, an authorization code, key, or byte
from below-O/S security agent 712. Such an authorization
may be accomplished by microcode security agent 708 trap-
ping attempted access on the memory or loading of the pro-
grams instructions, and sending the triggered event to below-
O/S security agent 712, which in turn may have access to the
authorization code, key, or byte. The below-O/S security
agent 712 may return the decision to the microcode security
gent 712. Thus, operation of the program may be allowed or
disallowed based on the authorization code.

Furthermore, microcode security agent 708 may be con-
figured to stop the execution of specific code in memory
based upon a hash or a checksum of the memory. Such a hash
or checksum may be indicated by a security rule 707 as
malicious. As the code is loaded from memory, microcode
security agent 708 may conduct the hash or checksum of the
contents, compare it with those of known malicious code, and
then deny the attempt to load and load a repair function to
eliminate the offending code.

Below-O/S agent 712 may be configured to inform other
security agents of system 700, including microcode security
agent 706 that it has been determined that system 700 has
been infected with malware, encountered suspicious behav-
ior, or otherwise been compromised. In such a case, micro-
code security agent 706 may be configured to disable opera-
tion of portions of processor 702. Microcode security agent
706 may be configured to disable such operations by trapping
and denying requests to specific system resources 724, or
generated communication from microcode modules 710.
Portions of processor 702 may be disabled because they are
sensitive, or likely to be misused by malware.
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Microcode security agent 706 may be configured to protect
a memory address or a range of memory addresses from
attempts to load, read, write, or execute attempts. Such
memory may include sensitive data, or may be the initializa-
tion point for a restricted, sensitive, or protected function.
Microcode security agent 706 may prevent access to such
memory where there is no verification that the accessing
software is safe or neutral. In such a case, security agents such
as below-O/S agent 712 may identify specific memory
addresses to be protected, perhaps because such memory
addresses may correspond to the example sensitive informa-
tion or protected routines. Below-O/S agent 712 may send
microcode security agent 708 information such as security
rules 707 regarding which addresses to protect. Microcode
security agent 708 may trap attempted loading, executing,
reading or writing to such memory addresses and send a
corresponding triggered event to below-O/S agent 712.
Below-O/S agent 712 may determine whether the calling
software is safe or neutral according to security rules 723,
information from protection server 202, a whitelist, or any
other suitable information source. Below-O/S agent 712 may
return an action to be implemented back to microcode secu-
rity agent 708. Microcode security agent 706 may be config-
ured to protect a page or range in virtual memory and/or an
address or range in physical memory. Microcode security
agent 706 may be configured to translate virtual memory
pages, locations, or addresses into physical memory locations
oraddresses. Thus, given a virtual memory location to trap, or
a virtual memory location from where an attempt originated,
microcode security agent 706 may be configured to determine
the corresponding physical memory locations, or vice-versa.

Furthermore, microcode security agent 708 may be con-
figured to protect the access of sensitive code. In one embodi-
ment, microcode security agent 708 may be configured to
protect the access of sensitive code in the manner described
above by monitoring access of a particular address, wherein
the address represents the beginning of the code as it is stored
in memory. In another embodiment, microcode security agent
708 may be configured to monitor the execution of “JMP” or
similar branching instructions which would move the opera-
tion of processor 304 into the middle of sensitive data or code.
In such a case, microcode security agent 708 may be config-
ured to trap the execution of “JMP” instructions in combina-
tion with the sensitive memory ranges. Microcode security
agent 708 may be configured to analyze from where the
“JMP” instruction originated. The microcode security agent
708 may be configured to generate a triggered event corre-
sponding to the trapped “JMP” attempted execution, which
may be handled by below-O/S agent 712. The below-O/S
agent 712 may be configured to take into account where the
“JMP” instruction originated, and whether such memory
where the “JMP” instruction originated is authorized to
access the memory in question.

Microcode security agent 708 itself, or the trapping func-
tionality therein may also be configured to be enabled or
disabled by other portions of system 700. Such capabilities
may be useful if trapping and handling events are expensive,
thus possibly harming system performance. Such enabling
and disabling may be based upon the use of particularly
sensitive programs or data, detection of a malware threat,
administration preferences, or any other suitable reason. In
one embodiment, microcode security agent 706 may be con-
figured to receive a MSAOn signal, VM XOn signal, or other
instruction from below-O/S agent 712 to begin security pro-
cessing and trapping. Microcode security agent 708 may
receive an MSAOAT signal, “VMWrite VMXOAT” signal, or
other instruction to stop security processing and trapping.

10

15

20

25

30

35

40

45

50

55

60

65

40

Before beginning or stopping security processing and trap-
ping, microcode security agent 708 may validate the identity
and instance of the security agent making the request.

Furthermore, microcode security agent 708 may be con-
figured to intercept interprocessor messages and commands
between processor 702 and other processors of electronic
device 701. Such interprocessor commands may be received
by an appropriate microcode module 710 or be attempted by
an entity of electronic device 701 accessing particular system
resources 724. In one embodiment, interprocessor commands
may be sent from software accessing processor 702 from
operating system 713 by way of a machine state register.
Malware may try to send such messages, for example, to turn
off processors or put them in sleep mode. Microcode security
agent 708 may be configured to trap the attempted writes to,
for example, the MSR register that correspond to interproces-
sor commands. A triggered event for the trapped command
may be sent to below-O/S agent 712 for handling to verify the
source of the attempt.

Microcode security agent 708 may be configured to inter-
cept the generation and communication of messages from the
processor such as software interrupts 722. Microcode secu-
rity agent 708 may be configured to control the execution of
an interrupt such that they may be accessed by authorized
software only. For example, drivers without a known identity
(such as determined by hashes, source of driver in memory,
etc.) or a malicious identity will not be allowed to execute
software interrupts. Microcode security agent 708 may trap
the access of the interrupt and pass the triggered event to the
below-O/S agent 712 for handling.

In another example, microcode security agent 708 may be
configured to trap the generation of exceptions 718 by pro-
cessor 702. Exceptions may include, for example, divide-by-
zero operations, page faults, and debug signals. Read access
to the memory addresses containing these may be trapped by
microcode security agent 708 and handled by below-O/S
agent 712.

Microcode security agent 708 may be configured to protect
various data structures of the processor 702. For example,
malware may attack the Interrupt Descriptor Table (“IDT”).
In one embodiment, microcode security agent 708 may trap
write access attempts to memory locations containing the
IDT itself. In another embodiment, microcode security agent
708 may protect the memory locations where functions for
changing the IDT are stored, such as “LOAD IDT” and
“STORE IDT.” In another example, microcode security agent
708 may be configured to protect the EFLABS or similar data
structure, or flags associated with interrupt handlers. Mal-
ware may attempt to subvert the operation of interrupt han-
dlers through the alteration of such resources by unauthorized
sources.

Although microcode security agent 708 may be specific to
the particular instances of a specific type of processor, as
different circuitry arrangements may necessitate different
microcode instructions, a set of security rules 707 may be
valid for all processors using a given instruction set. This may
be possible because microcode security agent 708 may trap
certain instructions, which would not change between difter-
ent processors implementing the same instruction set, but the
circuitry where the associated resources may vary and depend
upon the circuitry. For example, a main desktop central pro-
cessing unit (“CPU”) and an embedded system CPU may
both be ISA processors from the same manufacturer, and thus
security rules 707 may be shared at least in part between the
two types of processors. In contrast, a graphics processing
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unit on a graphics processor or an automobile embedded
processor with a different instruction set may not be able to
share security rules 707.

In operation, microcode security agent 708 may be running
in the processor 702 of electronic device 701 and below-O/S
agent 712 may be running below the level of operating system
of electronic device 104. Microcode security agent 708 and
below-O/S agent 712 may authenticate each other. Microcode
security agent 708 may initiate trapping of access to system
resources 724 and outputs or communication generated by
microcode modules 710. Microcode security agent 708 may
be so initiated upon demand from below-O/S agent 712, upon
a security rule 707, or upon startup of processor 702. Below-
O/S agent 712 may send a security enablement request to
microcode security agent 708 because of an occurrence in
system 700, an administrator or system setting, or because of
a triggered security rules 723. Such a request may be gener-
ated, for example, because a particular program is to be
executed, sensitive data is to be accessed, or a malware threat
has been detected elsewhere in system 700. In-O/S security
agent 719 and/or below-O/S system agent 712 may authenti-
cate itself to microcode security agent 708. To authenticate
itself, in-O/S security agent 719 and/or below-O/S system
agent may call a privileged instruction provided by processor
702 to initiate the authentication process. The call may cause
microcode security agent 708 measure and authenticate, with
a signature or hash, for example, in-O/S security agent 719
and/or below-O/S system agent 712.

Microcode security agent 708 may receive security rules
707 from below-O/S agent 712. Microcode security agent
708 may be updated by function calls, or by writes to shared
memory such as a memory store. Microcode security agent
708 may apply flags based on security rules 707 to a control
structure of microcode 706 configured to trap specific instruc-
tions, operands to such instructions, target addresses, source
addresses, or any combination thereof. Microcode security
agent 708 may trap attempted accesses of system resources
by entities running above the processor, such as operating
system 713, application 710, or driver 711. The operation of
microcode security agent 708 may be transparent to such
entities. Microcode security agent 708 may trap the genera-
tion of information such as outputs from instances of other
microcode modules 710. Such microcode modules 710 may
include other portions of microcode configured to perform
various tasks for processor 702. For example, some of micro-
code modules 710 may detect when a processor exception or
interrupt is to be generated, how to route input and output
data, or perform mathematical operations. The operation of
microcode security agent 708 may be transparent to such
modules. Microcode security agent 708 may use a state
machine to perform certain trapping predicated on previous
events observed.

Upon trapping an access to a resource or a generation of
information, microcode security agent 708 may created a
triggered event associated with the trapping. Such a triggered
event may contain information about the trapping, including
contextual information such as the instruction trapped,
parameters used, originating memory locations, and target
memory locations.

In one embodiment, microcode security agent 708 may
handle the triggered event. In another embodiment, micro-
code security agent 708 may pass the triggered event to
below-O/S agent 712 or another security agent for handling.
Microcode security agent 708 may consult security rules 707
to determine whether and how to handle the triggered event,
or to pass the triggered event to below-O/S agent 712. Micro-
code security agent 708 may wait for a reply from below-O/S
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agent 712, or may allow the trapped action if no follow-up is
required by security rules 707. Microcode security agent 708
may take corrective action based on security rules 707, such
as allowing or denying an instruction, or replacing a value or
parameter to be executed.

Below-O/S agent 712 may receive a triggered event from
microcode security agent 708. Below-O/S agent 712 may
consult security rules such as security rules 723 to determine
an appropriate action to take based on the triggered event.
Below-O/S agent 712 may use triggered event information
from microcode security agent 708, contextual information
from in-O/S security agent 719, information from protection
server 202, determinations from other security agents, admin-
istrator settings, time, or other information to determine the
appropriate action that should be taken. Below-O/S agent 712
may send actions to be taken to in-O/S security agent 719
and/or microcode security agent 708. Below-O/S agent 712
may send information regarding the triggered event and
resultant actions to protection server 202.

Microcode security agent 708 may receive an action to be
taken from another security agent, such as below-O/S agent
712. Microcode security agent 708 may execute the received
action, such as allowing or denying an instruction, or replac-
ing a value or parameter to be executed.

FIG. 8 is an example embodiment of a method 800 for
microcode-based, personalized and configurable protection
for an electronic device from malware. In step 805, an
instance of a microcode security agent may be validated. In
step 810, an instance of another security agent may be vali-
dated. Such a security agent may include a below-O/S secu-
rity agent. In step 815, one or more security rules for trapping
atmicrocode level within a processor may be obtained, sent or
received. Such security rules may be communicated by, for
example, function calls or by writing parameters to a shared
memory space. In step 820, security trapping of resources at
the microcode level may be initiated. In one embodiment,
such initiation may arise from receiving a signal to begin
security trapping. In such an embodiment, a signal may be
received because a malicious attack on a system has been
detected, or because sensitive data may be present in a sys-
tem. In another embodiment, such initiation may arise from
consultation of a security rule. In yet another embodiment,
such initiation may arise from the startup of a processor.

In step 825, flags corresponding to operations to be trapped
may be set in microcode. Such flags may correspond to spe-
cific instructions, operands to such instructions, target
addresses, source addresses, or any combination thereof.
Such flags may be defined by security rules that were
received. In step 830, instructions to be executed may be
received and compared against the trapping flags. In step 835,
information generated and to be sent from microcode may be
received and compared against the trapping flags. Steps 830
and 835 may be implemented by way of a state machine,
wherein the steps may be repeated, and the results from
multiple iterations of step may be remembered and compared
together against a flag or security rule.

In step 840, it may be determined whether an instruction or
information has been trapped. If nothing was trapped, the
method may return to monitoring instructions and generated
information in steps 830 and 835. If something was trapped,
then in step 845 a triggered event associated with the trapping
may be created. Such a triggered event may contain informa-
tion about the trapping, including contextual information
such as the instruction trapped, parameters used, originating
memory locations, and target memory locations.

In step 850, it may be determined whether the triggered
event is to be handled within microcode, or whether a security
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agent outside microcode should handle the triggered event. If
the triggered event is to be handled within microcode, then in
step 855 an appropriate action for the triggered event may be
taken. Such an action may be defined by consulting a security
rule. Such an action may include allowing an instruction to be
executed or information to be sent, denying the instruction or
communication, replacing values in memory or in param-
eters, or any other corrective action required. The method 800
may then continue security monitoring in steps 830 and 835.

If the triggered event is to be handled outside of the micro-
code, then in step 860 the triggered event may be sent to a
security agent for handling the triggered event. In step 865,
additional information related to the triggered event may be
gathered. Such information may include settings, prefer-
ences, contextual information, or malware status. Such infor-
mation may be used in step 870 to apply a security rule to the
triggered event. Such an application may yield a course of
action to be taken with respect to the triggered event. In step
875 such a course of action may be specified and transferred
to various security agents which may implement the specified
action. Such actions may include corrective actions, allowing
an operation or communication to take place, reporting the
event to a protection sever, or any other suitable result. In step
880, the actions specified in step 875 may be taken. The
method 800 may then continue security monitoring in steps
830 and 835.

Although FIGS. 3, 6 and 8 disclose a particular number of
steps to be taken with respect to example methods 300, 600,
and 800, methods 300, 600, and 800 may be executed with
more or fewer steps than those depicted in FIGS. 3, 6 and 8. In
addition, although FIGS. 3, 6 and 8 disclose a certain order of
steps to be taken with respect to methods 300, 600, and 800,
the steps comprising these methods may be completed in any
suitable order. Furthermore, some or all steps of methods 300,
600, and 800 may be combined with steps from other methods
of methods 300, 600, and 800.

Methods 300, 600, and 800 may be implemented using the
systems of FIGS. 1-2, 4-5, and 7. In certain embodiments,
methods 300, 600, and 800 may be implemented partially or
fully in software embodied in computer-readable media.

For the purposes of this disclosure, computer-readable
media may include any instrumentality or aggregation of
instrumentalities that may retain data and/or instructions for a
period of time. Computer-readable media may include, with-
out limitation, storage media such as a direct access storage
device (e.g., a hard disk drive or floppy disk), a sequential
access storage device (e.g., a tape disk drive), compact disk,
CD-ROM, DVD, random access memory (RAM), read-only
memory (ROM), electrically erasable programmable read-
only memory (EEPROM), and/or flash memory; as well as
non-transitive communications media; and/or any combina-
tion of the foregoing.

One or more of systems 100,200, 400, 500, and 700 may be
combined with other portions of systems 100, 200, 400, 500,
and 700.

Although the present disclosure has been described in
detail, it should be understood that various changes, substi-
tutions, and alterations can be made hereto without departing
from the spirit and the scope of the disclosure as defined by
the appended claims.

What is claimed is:

1. A system for securing an electronic device, comprising:
one or more operating systems;

a non-volatile memory;

a processor coupled to the non-volatile memory;

a resource of the electronic device;
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firmware residing in the non-volatile memory and executed
by the processor, the firmware communicatively
coupled to the resource of an electronic device; and

a firmware security agent residing in the firmware, the
firmware security agent configured to, at a higher prior-
ity than all of the operating systems of the electronic
device accessing the resource:
intercept a request from one of the operating systems for

the resource resident on the electronic device; and
determine whether the request is indicative of malware.
2. The system of claim 1, wherein if the request is indica-
tive of malware, the firmware security agent is configured to
deny the request.
3. The system of claim 1, further comprising a server
communicatively coupled to the firmware security agent, the
server configured to provide security rules to be used by the
firmware security agent to determine whether to intercept the
request for the resource.
4. The system of claim 1, further comprising a protection
server is configured to:
receive information about a behavior on the electronic
device observed by the firmware security agent, the
behavior comprising the request; and
determine whether the behavior indicates malware.
5. The system of claim 1, wherein the firmware resides in a
controller of a peripheral of the electronic device.
6. The system of claim 1, wherein the resource comprises
an input/output component of the electronic device.
7. The system of claim 1, wherein the resource comprises a
keyboard.
8. The system of claim 1, wherein the resource comprises a
display device.
9. The system of claim 1, wherein the resource comprises a
disk.
10. The system of claim 1, wherein the request comprises
an input or output command.
11. The system of claim 1, wherein determining whether
the request is indicative of malware comprises evaluating
whether the value of the input or output command is indica-
tive of malware.
12. The system of claim 1, further comprising:
an input and/or output (I/O) device comprising the memory
and processor, the I/O device communicatively coupled
to an operating system of the electronic device;
a security agent resident in the electronic device and com-
municatively coupled to the firmware security agent,
wherein:
configuring the firmware security agent to determine
whether the request indicates malware comprises
configuring the firmware security agent to send infor-
mation to the security agent, the information compris-
ing the request; and

the security agent is configured to access one or more
security rules to determine whether the information
indicates malware.

13. The system of claim 12, wherein the security agent
operates within a bare metal layer of the electronic device.

14. The system of claim 12, further comprising an operat-
ing system security agent running in the operating system and
communicatively coupled to the security agent, wherein the
security agent is configured to provide information to security
agent, the information regarding one or more elements in the
operating system that made the request of the resource.

15. The system of claim 12, wherein the firmware security
agent is configured to validate the security agent.

16. The system of claim 12, wherein the security agent is
configured to:
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execute at a level below all operating systems of the elec-
tronic device accessing the resource; and

receive the request from a level above the security agent.

17. The system of claim 12, wherein the security agent is

configured to:

execute at a higher priority than all operating systems of the
electronic device accessing the resource, such priority
defined by the processor; and

5

receive the request is from an entity with less priority than 0

the security agent.

18. The system of claim 12, wherein the security agent is
configured to:

execute on a more privileged ring of execution than all

operating systems of the electronic device accessing the
resource; and

receive the request from a less privileged ring of execution

than the security agent.

19. A method for securing an electronic device, compris-
ing:

in firmware communicatively coupled to a resource, the

resource coupled to the electronic device and the firm-
ware residing in a non-volatile memory at a higher pri-
ority than all of one or more operating systems of the
electronic device:

intercepting a request from one of the operating systems

for the resource resident on the electronic device;
consulting one or more security rules; and

based on the one or more security rules, determining

whether the request is indicative of malware.

20. The method of claim 19, further comprising if the
request is indicative of malware, denying the request.

21. The method of claim 19, wherein determining whether
the request is indicative of malware comprises:

sending information about the request to a protection

server; and

receiving a determination about the request from the pro-

tection server.

22. The method of claim 19, wherein the request is inter-
cepted in firmware resident in a controller of a peripheral of
the electronic device.

23. The method of claim 19, wherein the resource com-
prises an input/output component of the electronic device.

24. The method of claim 19, wherein the resource com-
prises a keyboard.

25. The method of claim 19, wherein the resource com-
prises a display device.

26. The method of claim 19, wherein the resource com-
prises a disk.

27. The method of claim 19, wherein the request comprises
an input or output command.

28. The method of claim 19, further comprising commu-
nicating with a security agent resident in the electronic device
to receive one or more security rules.

29. The method of claim 28, further comprising:

intercepting the request in the firmware of an input and/or

output (I/O) device;

wherein determining whether the request whether the

request indicates malware comprises:

sending information to the security agent, the informa-
tion comprising the request; and

accessing one or more security rules from the security
agent to determine whether the request indicates mal-
ware.

30. The method of claim 28, wherein accessing one or more
security rules from the security agent is accomplished within
a bare metal layer of the electronic device.
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31. The method of claim 28, further comprising:

communicating with an operating system security agent

running in an operating system of the electronic device;
and

receiving information regarding one or more elements in

the operating system that made the request of the
resource.

32. The method of claim 28, further comprising validating
the security agent.

33. The method of claim 28:

wherein the security agent is executing at a level below all

operating methods of the electronic device; and
further comprising receiving the request from a level above
the security agent.

34. The method of claim 28:

wherein the security agent is executing at a higher priority

than all operating systems of the electronic device
accessing the resource, such priority defined by the pro-
cessor; and

further comprising receiving the request from an entity

with less priority than the security agent.

35. The method of claim 28:

wherein the security agent is executing on a more privi-

leged ring of execution than all operating systems of the
electronic device accessing the resource; and

further comprising receiving the request from a less privi-

leged ring of execution than the security agent.

36. An article of manufacture comprising:

a non-transitory computer readable medium; and

computer-executable instructions carried on the computer

readable medium, the instructions readable by a proces-

sor, the instructions, when read and executed, for caus-

ing the processor to:

in firmware communicatively coupled to a resource, the
resource attached to the electronic device and the
firmware residing in a non-volatile memory at a
higher priority than all of one or more operating sys-
tems of the electronic device:

intercept a request from one of the operating systems for
the resource attached to the electronic device;

consult one or more security rules; and

based on the one or more security rules, determine
whether the request is indicative of malware.

37. The article of claim 36, wherein the processor is further
caused to:

if the request is indicative of malware, deny the request.

38. The article of claim 36, wherein determining whether
the request is indicative of malware comprises causing the
processor to:

send information about the request to a protection server;

and

receive a determination about the request from the protec-

tion server.

39. The article of claim 36, wherein the processor is caused
to intercept the request in firmware residing in a controller of
a peripheral of the electronic device.

40. The article of claim 36, wherein the resource comprises
an input/output component of the electronic device.

41. The article of claim 36, wherein the resource comprises
a keyboard.

42. The article of claim 36, wherein the resource comprises
a display device.

43. The article of claim 36, wherein the resource comprises
a disk.

44. The article of claim 36, wherein the request comprises
an input or output command.
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45. The article of claim 36, further comprising causing the
processor to communicate with a security agent resident in
the electronic device to receive one or more security rules.

46. The article of claim 45, further comprising causing the
processor to:

intercept the request in the firmware of an input and/or

output (I/O) device;

wherein determining whether the request whether the

request indicates malware comprises causing the pro-

cessor to:

send information to the security agent, the information
comprising the request; and

access one or more security rules from the security agent
to determine whether the request indicates malware.

47. The article of claim 45, wherein accessing one or more
security rules from the security agent comprises is accom-
plished within a bare metal layer of the electronic device.

48. The article of claim 45, wherein the processor is further
caused to:

communicate with an operating system security agent run-

ning in an operating system of the electronic device; and
receive information regarding one or more elements in the
operating system that made the request of the resource.

49. The article of claim 45, wherein the processor is further
caused to validate the security agent.
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50. The article of claim 45, wherein:

the security agent is configured to execute at a level below

all operating articles of the electronic device; and
the processor is further caused to receive the request from
a level above the security agent.

51. The article of claim 45, wherein:

the security agent is configured to execute at a higher
priority than all operating systems of the electronic
device accessing the resource, such priority defined by
the processor; and

the processor is further caused to receive the request from

an entity with less priority than the security agent.

52. The article of claim 45, wherein:

the security agent is configured to execute on a more privi-

leged ring of execution than all operating systems of the
electronic device accessing the resource; and

the processor is further caused to receive the request the

request from a less privileged ring of execution than the
security agent.

53. The system of claim 1, wherein the firmware security
agent is further configured to be inaccessible to all of the
operating systems of the electronic device accessing the
resource.



